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Purpose of a 5G Lab

Advanced Research 
& Innovation

Skill Development & 
Hands-on Learning

Industry 
Collaboration 
(MSME, Startups)

Testing & 
Deployment of 
Private 5G Networks

Security & 
Optimization

Prototyping & 
Innovation



Key Areas of Study in a 5G Lab

Network Architecture: 5G 
Core, RAN (Radio Access 

Network), and Edge Computing

Protocols & Standards: 5G NR 
(New Radio), mmWave, slicing 

etc

Security & Privacy: Encryption, 
authentication, and secure 

communication

Application Development: 
Smart factories, connected 
vehicles, Drones, AR/VR , 

sensors etc.



Key Components of  5G Lab

5G Radio
5G Core & IMS
MEC
5G Evaluation Board
IoT gateway and Sensors 
NMS with dashboard 
Firewall & Router, 5G AI Camera
5G CPE, AR/VR, Mobile Phone etc 



Architecture of
5G Lab 





Devices  
Available in 

5G Labs 



5G Radio 

Band N78
Channel Width: 100 MHz
Power: 100 Mwatt
2T2R



z
5G Evaluation Board
A 5G evaluation board is a 
hardware platform, often 
provided by chip vendors, 
that allows engineers and 
developers to test, 
prototype, and develop 
applications for 5G 
technology, including 
modules, antennas, and 
other components.



5G Drone 

• 5G and Wi-Fi Connectivity: Ensures seamless operation and real-time control.
• Advanced Processing: Onboard AI/ML analytics for real-time data processing.
• Autonomous Navigation: Features VIO, advanced path planning, PX4 software, GPS-denied navigation, and BVLOS capabilities.
• Obstacle Avoidance: 360-degree obstacle detection and avoidance.
• Payload Capacity: Carries up to 500g for various tasks.
• Outdoor Navigation: Reliable GPS for critical missions.
•  Geo-fencing: Virtual boundaries for safe operation.
• High-Performance Sensors: Captures high-quality images and videos.
• Versatile Ports: 5G modem, Ethernet, and dual-band Wi-Fi-6 for data transmission and management. 

5G Drone 



CPE 
(Customer 
Premises 
Equipment)

The CPE 5G allows users to connect to a 5G network and 
share the high-speed internet connection with multiple 
devices in a home or office setting. It acts as a bridge 
between the 5G network and the local area network (LAN) 
of the user's premises.



IoT Gateway
COSGrid IoT gateway is a cutting-edge network router 
designed to facilitate seamless connectivity and 
communication between IoT devices, its users and the cloud . 
By leveraging the power of 5G, our gateway ensures ultra-
fast and reliable data transfers, minimizing latency and 
maximizing throughput. Our COSGrid IoT gateway is not 
only a hardware device but also encompasses powerful 
software programs that enhance its functionality. It is 
designed to seamlessly integrate with existing IoT 
ecosystems, making it highly versatile and adaptable to 
various IoT deployments. 

With COSGrid, businesses and organizations can experience 
enhanced connectivity, improved data security, and 
streamlined device management. Our IoT gateway is the 
ultimate solution for harnessing the full potential of IoT 
devices and leveraging the power of the cloud for data-driven 
decision-making.



IoT Sensor Software
Overview:

The IoT Sensor Software is a cutting-edge device designed to bring 
the power of the Internet of Things into your hands. This compact 
and versatile gateway serves as a hub for connecting various smart 
devices and sensors, allowing you to integrate them into a unified 
and intelligent system seamlessly.
Purpose: 

In an era where connectivity is key, the IoT Sensor Software(Coral 
Gyan) is crafted to simplify how you interact with your 
environment. It empowers users to monitor, control, and gather 
data from a myriad of IoT-enabled devices, fostering a smarter and 
more efficient living or working space.

Connectivity:

The IoT gateway supports a wide range of communication 
protocols, including Wi-Fi, Bluetooth, Zigbee, and more. This 
ensures compatibility with a diverse array of IoT devices, making 
it a central point for managing your smart ecosystem.

Seamless Integration

With its intuitive interface and compatibility with popular IoT 
platforms, the IoT gateway facilitates the integration of devices 
from different manufacturers. This interoperability allows users to 
create a cohesive and interconnected network of smart devices.



5G AI Camera

Features:

• 5MP 1/2.7" CMOS image sensor, low luminance, and high-definition image.

• Intelligent Analytics Supported: Human Detection, Intrusion Detection, Audio Detection, 
Object Left, Object Lost, Line crossing, Scene Change

• SD card supported up to 512GB.

• Wide Dynamic Range up to 120dB

• Digital Alarm 1 Ch In/ 1 Ch Out



IoT Sensor Software
Now connect the Coral Gyan on IoT Gateway on 
LAN 0 port. 
Now all the sensor will send the data through the IoT Gateway to the 5G Core. The 
Core will then send this data to NMS for analysis & research.



 AR/VR

● This VR headset uses a powerful Qualcomm XR 2 
processor with an Adreno 650 GPU for smooth visuals. It 
has dual high-resolution displays (3200 x 1600 each) with 
a 90Hz refresh rate for a clear and immersive experience. 
The wide field of view (95-105 degrees) further enhances 
the feeling of being in a virtual world.

● The headset offers adjustable features for comfort, 
including an IPD range of 60-68 mm and diopter 
adjustment for users with nearsightedness. Two 16MP 
RGB cameras enable high-quality passthrough for viewing 
the real world without removing the headset.

● For tracking, it utilizes 4 infrared cameras for precise 
6DOF (degrees of freedom) movement detection. 
Connectivity options include Wi-Fi 6 and Bluetooth 5 for 
wireless streaming, along with a USB-C port for wired 
connections. The Android 12 operating system provides a 
familiar platform for VR applications.

● This headset boasts 8GB of RAM and 128GB of storage, 
along with a long-lasting 5500mAh battery that supports 
over 3 hours of use. Fast charging with QC 3.0 ensures 
quick power-ups. The headset is compatible with OpenXR 
and SteamVR platforms, opening up a vast library of VR 
experiences.



Firewall & Gateway
I. Complete next-gen firewall capability that is specifically designed to deliver the best protection and performance for the modern encrypted internet.

II. Integrates with COSGrid Netshield NDR, enabling Automated Threat Response and Synchronized Security to effectively mitigate threats before they can cause any 
significant damage

III. Extensive SD-WAN capabilities with ReFleX SD-WAN , allowing you to easily and securely orchestrate and interconnect your various offices and locations.

IV. Support for our SSE and SASE cloud-delivered network security solutions including MicroZAccess ZTNA, SIG/SWG

V. Secure and easy remote Access with ZTNA 2.0 feature

VI. Detailed Visibility and Network Traffic with the centralized dashboard.



IoT Gateway

COSGrid IoT gateway is a cutting-edge network router 
designed to facilitate seamless connectivity and 
communication between IoT devices, its users and the cloud . 
By leveraging the power of 5G, our gateway ensures ultra-
fast and reliable data transfers, minimizing latency and 
maximizing throughput. Our COSGrid IoT gateway is not 
only a hardware device but also encompasses powerful 
software programs that enhance its functionality. It is 
designed to seamlessly integrate with existing IoT 
ecosystems, making it highly versatile and adaptable to 
various IoT deployments. 

With COSGrid, businesses and organizations can experience 
enhanced connectivity, improved data security, and 
streamlined device management. Our IoT gateway is the 
ultimate solution for harnessing the full potential of IoT 
devices and leveraging the power of the cloud for data-driven 
decision-making.



Ethernet Switch
Features
•Ports:
24 x 10/100/1000Base-T ports
4 x Combo Gigabit SFP ports
•Performance:
56 Gbps switching capacity
41.67 Mpps forwarding rate
•Management:
Web-based management interface
SNMP support
•VLAN Support:
Supports up to 256 802.1Q VLANs

•QoS (Quality of Service):
•802.1p QoS for traffic prioritisation
•Security:
•Access Control Lists (ACLs)
•Storm Control
•Port Security
•Advanced Features:
•Link Aggregation (802.3ad LACP)
•STP/RSTP (Spanning Tree Protocols)
•IGMP Snooping for multicast traffic management



z Dell Server 
(Core,IMS,NMS,MEC) 

Powerhouse for 5G and Network Management: This 
server is a powerhouse built to handle the demanding 
workloads of 5G core networks and Network 
Management Systems (NMS).

Key Specs:

• Dual Hard Disk Slots: Provides storage flexibility for critical 5G 
core data and NMS logs.

• 64 GB RAM: Enables smooth handling of real-time data 
processing, network simulations, and complex NMS 
functionalities.

• 48 CPU Cores: Delivers exceptional processing power to manage 
the high volume of data traffic and tasks associated with 5G 
networks and NMS operations.

• IP Address of 5G Core: 192.168.16.10

§ IP Address of NMS:192.168.16.6







5G Camera:
Real-Time Fire Detection Using a 5G Camera
Overview

● AI-powered fire detection using a 5G-enabled camera & MEC-based VM.
● Uses YOLOv5/YOLOv9 for real-time inference.
● Ensures low latency, instant alerts, and remote monitoring.

 Implementation Steps
 1. Set Up VM on MEC Server

● OS: Ubuntu 20.04/22.04 LTS
● Resources: 10+ cores CPU, 16GB RAM, 100GB SSD
● Install dependencies:

sudo apt update && sudo apt upgrade -y  

sudo apt install -y git python3 python3-pip ffmpeg  

pip3 install torch torchvision torchaudio opencv-python numpy 

2. Configure 5G Camera Connectivity

● Assign static IP to VM:
○ IP: 192.168.xx.xx
○ Subnet: 255.255.255.0
○ Gateway: 192.168.x.10 (5G Core)



Deploy Fire Detection Model

Find & Clone YOLO-based Fire Detection Repository
 git clone <repository_url>  

cd <repository_name>  

pip3 install -r requirements.txt  

● Process RTSP video stream for fire detection in real-time.

Benefits
 -Real-time alerts for faster response.
 -Low-latency processing with MEC.
 -Remote monitoring & scalability.

Challenges & Future Enhancements
 - Network dependency: Requires stable 5G.
 - False positives: Needs model fine-tuning.
 - Optimizations: Edge AI for faster inference & improved accuracy.

5G Camera:
Real-Time Fire Detection Using a 5G Camera



5G Camera:
Restricted Access Control System Using a 5G Camera

Overview

● AI-powered facial recognition for secure access control.
● Uses a 5G-enabled camera and MEC-based processing for real-time recognition.
● Enhances security, minimizes unauthorized entry, and automates access logs.

System Components

1. 5G-Enabled Camera – Captures real-time video feed.
2. MEC Server – Runs AI facial recognition for access validation.
3. Access Control Mechanism – Electronic door lock integrated with the system.
4. Cloud Database (Optional) – Stores personnel data and access logs.

Key Features

● Real-time facial recognition ensures only authorized entry.
● Automated alerts notify in case of unauthorized access attempts.
● Scalable deployment across multiple locations with centralized monitoring.



Implementation Process

1. Camera & Network Setup – Configure 5G camera and RTSP streaming.
2. MEC Server Installation – Install AI-driven facial recognition software.
3. Database Configuration – Store personnel images and access levels.
4. Access Control Integration – Link AI system to electronic locks.
5. Real-time Monitoring – Log each access attempt for security.

Challenges & Solutions

● Network Latency Issues – Ensure stable 5G connectivity.
● False Positives/Negatives – Optimize AI with better datasets.
● RTSP Streaming Issues – Verify network and camera firmware.

Future Enhancements

● Edge AI integration for even faster recognition.
● Improved AI training for better accuracy.
● Cloud-based analytics for enhanced monitoring.

5G Camera:
Restricted Access Control System Using a 5G Camera



Overview

● Coral Gyan  transmits sensor data via a 5G Evaluation Board to the NMS (Network Management System) over a 5G network.

● Wireless connectivity is essential for data transmission.

Requirements

1. Accessing Coral Gyan 

○ IP Address, Username(gyan),

○ and Password(CgYaN@817&&) required.

○ Ensure Coral Gyan has a Wi-Fi module or use a wireless dongle.

2. Configuring Wireless LAN

Turn on Coral Gyan and access terminal.

Run the command:

   raspi-config

Navigate to System Options → Wireless LAN.

Enter Wi-Fi SSID and Password for network connection.

5G Evaluation Board:
Coral Gyan Use Case With  5G Evaluation Board



Data Transmission Process

1. Connect Coral Gyan  to Wifi using the configuration steps.
2. Sensor data is collected from connected devices.
3. 5G Evaluation Board transmits data securely over the 5G network.
4. Data reaches NMS for monitoring and analysis.

Key Considerations & Troubleshooting

● Check Wifi Connection – Ensure SSID(QSoftAP) & Password(1234567890) are correct.
● Verify 5G Evaluation Board Setup – Proper integration with Coral Gyan.
● Monitor Data Transfer – Use logs to verify transmission to NMS.

Conclusion

● Efficient data transmission using Coral Gyan + 5G Evaluation Board.
● Real-time monitoring and analytics via 5G network.
● Scalable for IoT applications and edge computing.

5G Evaluation Board:
Coral Gyan Use Case With  5G Evaluation Board



Introduction 

● Raspberry Pi as a low-cost, versatile device for IoT applications.
● Used in Smart Homes, Smart Cities, and Smart Agriculture to collect and transmit sensor data
● You can use smoke sensor, gas leak sensor & fire detection sensor .

How It Works 

● Raspberry Pi connects to various sensors (Smoke Sensor, Gas Leak Sensor & Fire Detection Sensor etc)
● Data is sent to a cloud/server via Wi-Fi or a 5G Evaluation Board(Coral Anubhav)
● Enables automation and real-time monitoring for smart applications.

5G Evaluation Board:
Applications Like Smart Homes,Smart City etc.



Setup & Connectivity

● Raspberry Pi is configured to connect to WiFi or a 5G evaluation board.
● Sensors  are connected to the Raspberry Pi.

Data Processing & Transmission

● A Python script collects real-time sensor data.
● Data is transmitted to a server/NMS 
● The server processes and stores the data for analysis.

Applications & Benefits

● Smart Homes: Automates appliances, security, and climate control.
● Smart Cities: Air quality monitoring, traffic optimization, and energy management.
● Smart Agriculture: Monitors soil moisture, controls irrigation, and optimizes farming.

5G Evaluation Board:
Applications Like Smart Homes,Smart City etc.



Overview

● Automates 5G Evaluation Board setup on Raspberry Pi using Bash scripts.
● Eliminates manual configuration, ensuring faster deployment & reduced errors.
● Ideal for IoT applications, industrial automation, and research projects.

Prerequisites

● Raspberry Pi with USB support.
● 5G Evaluation Board & SIM card.
● Minicom / Socat for serial communication.
● USB-to-Serial driver (if needed).

Setup Steps

1. Run as Root
 sudo -i

2. Check Device Path
 ls /dev/ttyUSB*

3. Install Required Packages
 sudo apt update && sudo apt install -y socat

4. Grant USB Permissions
 sudo chmod 777 /dev/ttyUSB*

5G Evaluation Board :

Automating 5G Evaluation Board Configuration with Bash Scripts



Key Features of Automation
Hands-free Setup – No need for manual command execution.
Faster Deployment – Reduces setup time for 5G connectivity.
Error Reduction – Minimizes human mistakes in modem configuration.
Auto-Restart on Failure – Systemd ensures continuous operation.

How It Works

1. Raspberry Pi runs predefined Bash commands to configure the modem.
2. The script automates network registration & modem setup.
3. A systemd service ensures the script runs automatically on boot.
4. The modem continuously operates without manual intervention.

Conclusion

● Automating 5G modem setup improves efficiency & reliability.
● Reduces downtime & ensures seamless IoT & industrial automation.
● Easy to implement using Bash scripting & systemd services.

5G Evaluation Board :

Automating 5G Evaluation Board Configuration with Bash Scripts



5G Drone:

Real-Time Fire Detection Using a 5G Drone

Overview

● Uses a 5G-enabled drone and an MEC (Multi-access Edge Computing) server for real-time fire detection.
● AI-powered analysis using YOLOv5/v9 ensures low-latency, high-accuracy detection.
● Ideal for industrial, commercial, and remote area surveillance.

Step 1: Set Up a Virtual Machine (VM) on the MEC Server

● OS: Ubuntu 20.04/22.04 LTS (stable for AI & deep learning).
● Resources:

○ CPU: 10 cores (8+ recommended for real-time processing).
○ RAM: 12GB (16GB+ recommended).
○ Storage: 100GB SSD.

● Install Dependencies for deep learning and video processing.

Step 2: Establish Network Connectivity with the 5G Drone

● The drone streams video over RTSP (Real-Time Streaming Protocol).
● Configure the VM with a static IP to communicate with the 5G Core Gateway.

○ Example:
■ IP: 192.168.xx.xx
■ Subnet Mask: 255.255.255.0
■ Gateway: 192.168.x.10



5G Drone:

Real-Time Fire Detection Using a 5G Drone
Step 3: Implement Fire Detection System
 5G Drone Setup

● Equipped with an HD thermal camera.
● Streams real-time surveillance footage.

 AI-Powered Fire Detection

● The MEC server processes live video streams using YOLOv5/v9.
● Detects flames and triggers visual alerts in real time.

Conclusion
 High-Speed, Low-Latency Surveillance – AI detects fires instantly.
 Real-Time Alerts – Immediate response to potential hazards.
 Remote Monitoring – Seamless RTSP streaming over 5G.
 Wide Applications – Ideal for industrial, commercial, and remote safety monitoring.

Future Optimizations:

● Edge AI integration for faster, on-device processing.
● Enhanced AI model training for improved detection accuracy.



5G Drone:

Real-Time Human Detection Using a 5G Drone

Overview

● Uses a 5G-enabled drone and an MEC (Multi-access Edge Computing) server for real-time human detection.
● AI-powered YOLOv5/v9 model ensures low-latency, high-accuracy tracking.
● Ideal for security, surveillance, and access control.

Step 1: Set Up a Virtual Machine (VM) on the MEC Server

● OS: Ubuntu 20.04/22.04 LTS (stable & AI-compatible).
● Resources:

○ CPU: 10 cores (8+ recommended for real-time AI processing).
○ RAM: 12GB (16GB+ recommended).
○ Storage: 100GB SSD.

● Install Dependencies (AI libraries, deep learning frameworks).
● Optional: Use Docker inside the VM for flexibility.

Step 2: Establish Network Connectivity with the 5G Drone

● The drone streams video over RTSP (Real-Time Streaming Protocol).
● Configure the VM with a static IP for seamless 5G Core Gateway communication.

○ Example:
■ IP: 192.168.xx.xx
■ Subnet Mask: 255.255.255.0
■ Gateway: 192.168.x.10



5G Drone:

Real-Time Human Detection Using a 5G Drone
Step 3: AI-Based Human Detection Model Deployment
Selecting the Right AI Model

● Uses YOLOv5/v9 trained for human detection from aerial views.
● Differentiates between humans and background elements.

Real-Time Processing on MEC Server

● AI model analyzes RTSP video feed in real time.
● Detects human presence, tracks movements, and flags anomalies.
● Enables security alerts and access control based on detections.

Conclusion
 Fast & Accurate Surveillance – AI enhances security and monitoring.
  Real-Time Alerts – Detects unauthorized individuals instantly.
  5G-Powered Streaming – Ensures smooth and continuous video processing.
 Scalable & Secure – Ideal for industrial, commercial, and security applications.

Future Optimizations:

● Enhanced AI training for improved detection accuracy.
● Integration with biometric recognition for access control.



Protocol 
Deployment on 
Server



In 5G, protocol deployment involves installing 
and configuring core network functions.

All required protocols are bundled into a single 
ISO image for simplified deployment.



Control Plane Protocols: 
Control Plane Protocols: Responsible for signaling and control information.

• Non-Access Stratum (NAS)
• Next Generation Application Protocol  (NGAP)
• Stream Control Transmission Protocol (SCTP)
• Packet Forward Control Protocol(PFCP)



User Plane Protocols: 
Handle the actual user data 
transmission.

GPRS Tunnelling Protocol – User 
Plane (GTP-U)



5G Service Protocols: 
Manage NF communication and session 
policies.

HyperText Transfer Protocol /2 (HTTP/2)



NAS (Non-Access Stratum)

• It handles signaling between the User Equipment (UE) and 
the 5G Core Network (AMF).

• NAS operates independently of the RAN (Radio Access 
Network) and is responsible for UE authentication, mobility 
management, and session management.



NAS (Non-Access Stratum)



NGAP (Next Generation 
Application Protocol)

• Communication between gNB and AMF.
• Used for UE registration, mobility management, and PDU 

session establishment.
• Runs over SCTP.



NGAP (Next Generation Application Protocol)



PFCP (Packet Forwarding Control 
Protocol)

• Communication between SMF and 
UPF.

• Controls the establishment, 
modification, and deletion of PDU 
sessions.

• Manages QoS policies and traffic 
rules.



PFCP (Packet Forwarding Control Protocol)



SCTP (Stream Control Transmission 
Protocol)

• Transport layer protocol for NGAP 
communication.

• Provides reliable message delivery 
between gNB and AMF.

• Supports multi-streaming to 
prevent head-of-line blocking.



SCTP (Stream Control Transmission Protocol)



GTP-U (GPRS Tunneling 
Protocol – User Plane)

• Transfers user data between gNB 
and UPF.

• Encapsulates IP packets for 
tunneling over the 5G network.

• Carries both DL and UL traffic.



GTP-U (GPRS Tunneling Protocol)



Hypertext Transfer Protocol /2 
(HTTP/2)

• Used for signaling between NFs in 
Service-Based Architecture.
• Supports efficient and multiplexed 
data communication.
• Enables faster session management.



Hypertext Transfer Protocol 2 (HTTP2)



Network 
Node 
Connectivity 
in 5G 



5G Core Node Connectivity – 
Service-Based Interfaces  

• SBI uses a Service-Based Architecture NFs expose services 
that other NFs can consume.

• HTTP/2 over TCP/TLS is the primary protocol used for 
communication.

• Enables efficient, multiplexed, and secure signaling 
between NFs.



5G Core Node Connectivity – 
Service-Based Interfaces  

• RBI uses point-to-point communication between specific 
NFs in the 5G Core.

• Ensures backward compatibility with LTE/EPC for seamless 
interworking.

• Utilizes GTP-U for user plane data transfer between UPFs.



5G Core Description



INTERFACE NAME CONNECTING NODES

Uu UE and RAN

N1 UE and AMF

N2 RAN and AMF

N3 RAN and UPF

N4 SMF and UPF

N5 PCF and AF

N6 UPF and DN

N7 SMF and PCF

N8 AMF and UDM

N9 UPF and UPF

N10 SMF and UDM

N11 AMF and SMF

N12 AMF and AUSF

N13 AUSF and UDM

N14 AMF and AMF

N15 AMF and PCF

N22 AMF and NSSF

Interfaces of Reference Based Architecture in 5G

Service Architecture Based is the 
foundation of 5G Core, certain 
interfaces still rely on Reference-Based 
Communication, particularly when 
interacting with legacy systems or non-
SBA functions. These interfaces follow 
traditional point-to-point 
communication models with predefined 
protocols.

Reference Architecture Based 
Interfaces



INTERFACE NAME CONNECTING NODES
Nnssf AMF, SMF and NSSF

Nnrf All NFs (AMF, SMF, PCF, etc.) 
and NRF

Npcf AMF, SMF and PCF

Nudm AMF, SMF, PCF and UDM

Naf External Applications and AF

Nausf AMF and AUSF

Namf UE, gNB, SMF, NSSF  and AMF

Nsmf AMF and SMF

Interface of Service-Based Architecture (SBA) in 5G

5G adopts a Service-Based 
Architecture (SBA) to enhance 
flexibility, scalability, and 
efficiency. Unlike traditional 
telecom networks, SBA enables 
network functions (NFs) to 
communicate through service-
based interfaces (SBI) using 
HTTP/2 and RESTful APIs. This 
architecture supports dynamic 
service discovery, allowing NFs 
to request and provide services 
seamlessly.

Service Architecture Based Interfaces



API  for UE Context Management

**This is a sample representation of 5G APIs and does not cover the entire list of APIs used in 5G communication.

API Endpoint: /namf-comm/v1
• PUT /ue-contexts/{ueContextId} - Creates a new UE context.
• POST /ue-contexts/{ueContextId}/release - Releases an existing UE context.
• POST /ue-contexts/{ueContextId}/assign-ebi - Assigns an EBI to a UE context.
• POST /ue-contexts/{ueContextId}/transfer - Transfers a UE context.
• POST /ue-contexts/{ueContextId}/transfer-update - Updates registration status for a UE 

context.
• POST /ue-contexts/{ueContextId}/relocate - Relocates a UE context.
• POST /ue-contexts/{ueContextId}/cancel-relocate - Cancels an ongoing UE context 

relocation.



Access and 
Mobility 
Management 
Function(AMF)

It performs operations like Mobility 
Management, Registration Management, 
Connection Management, etc.

For UE connection, it acts as a single-entry point.

AMF selects the corresponding SMF for 
managing the user session context, based on the 
service requested by the customer.

When compared with 4G EPC, it's functionalities 
resembles with MME of 4G Network



SMF (Session Management Function)

• It performs operations like
• Session management
• IP address allocation & management for UE
• User plane selection
• QoS & policy enforcement for Control Plane used for Service 

registration/discovery/establishment
• Its functionalities resemble with SGW-C (Control Plane), MME, and PGW-C (Control 

Plane) of 4G Network, when compared with 4G EPC.



UPF (User Plane Function)

Maintains PDU Session, 
Performs packet routing & 

forwarding, Packet inspection, 
Policy enforcement for User 

plane, QoS handling, etc.

It's functionalities resemble 
with SGW-U (Serving Gateway 
User Plane function) and PGW-

U (PDN Gateway User Plane 
function) of 4G Network, when 

compared with 4G EPC.



UDM (Unified Data Management)

It performs operations like 
user identification handling, 
subscription management, 
user authentication, access 
authorization for operations 

like roaming, etc.

When compared with 4G 
EPC, it's functionalities 

resemble with HSS/AAA 
Server of 4G network.



UDR (Unified Data Repository)

• It is central repository where data can be stores which includes
• Subscription Data
• Policy Data
• Exposure Data
• Any Application specific Data



AUSF (Authentication Server Function)

It allows the AMF to 
authenticate the UE.

When compared with 
4G EPC, it's 

functionalities 
resemble with HSS/AAA 
Server of 4G Network.



NSSF (Network Slice Selection 
Function)

It maintains a list of the 
operator defined 

network slice instances.

Based on the 
subscription information 

stored in UDM, AMF 
authorizes the use of 

network slices.

Based on the service 
requirements, it can also 
query NSSF to authorize 

access to a Network slice.

NSSF redirects the traffic 
to an intended network 

slice.



NEF (Network Exposure Function)

It exposes services 
and resources over 

APIs within and 
outside the 5G Core.

With the help of NEF, 
3rd party applications 

can also access the 
5G services.

Other core networks 
can also be exposed 

using NEF.



NRF (NF Repository Function)

• It maintains the list of available network function instances and their profiles.
• To enable distinct network functions to find each other via APIs, it performs service 

registration and discovery.
• Example:
• When UE tries to access a service type served by the SMF, AMF discovers the SMF which 

is registered to NRF.
• Any authorized customer can access the services offered via registered network functions 

(Producers), since network functions are connected via service message bus in SBA.



PCF (Policy Control Function)

• It supports policy control framework, applying policy decisions, accessing 
subscription information, etc to govern the Network behavior.

• When compared with 4G EPC, it's functionalities resembles with PCRF of 
4G Network.

• To govern the network behavior, it supports policy control framework, 
applying Policy decisions, accessing subscription information, etc.

• It's functionalities resembles with PCRF of 4G Network, when compared 
with 4G EPC.
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27 -Client Compatibility

Set Steps Acceptance Criteria

Attempt to establish VPN 
connections using 
different client devices 
and operating systems 
(Windows, macOS, Linux, 
iOS, Android).

Use official and third-party 
OpenVPN and IPsec
clients.

Successful connection establishment 
with various client devices and 
platforms.

No compatibility issues with different 
client software.



28 -Encryption & Access Control -OpenVPN

Set Steps Acceptance Criteria

Go to VPN >
OpenVPN >
Instances >
(Go to one 
instance) Auth 
Dropdown 
(Advanced 
Mode)

All VPN traffic 
encrypted with robust 
algorithms should be 
present in the options.

Establish VPN 
connections 
using your 
desired 
encryption 
algorithms and 
initiate data 
transfer.

The connection 
between two devices 
should only be 
established if they 
share the same 
encryption techniques.

2

1



29 -Encryption & Access Control - IPSec

Set Steps Acceptance Criteria

Go to VPN >
IPsec >
Connections> 
(Go to one 
connection) >
Proposals.

Establish VPN 
connections 
using specific 
proposals and 
initiate data 
transfer.

All VPN proposals 
should be listed down.

The connection between 
two devices should only 
be established if they 
share the same 
encryption techniques.



30 -Two Factor Authentication Support

Descriptive
name TOTP Server Chooгe a гerver name

Type
Local+Timebased One Time 
Password Selecī īhe TOTP гerver Type

Token
length 6 6 for Google Auīhenīicaīor

Time 
window Leave Empīy for Google Auīhenīicaīor

Grace 
period Leave Empīy for Google Auīhenīicaīor

Navigate System ‣ Access ‣ 

Servers and press Add server 

in the top right corner.

2

1



30 -Two Factor Authentication Support

4

3
Create a new user, go to System ‣ Access ‣ Users and click 

on the plus sign in the lower right corner.

Enter a Username and Password and fill in the other fields just 

as you would do for any other user. Then select the Generate 
new (160bit) secret under OTP seed.

Later press Save.



30 -Two Factor Authentication Support

To activate your new OTP seed on 
the Google Authenticator,

Navigate System ‣ Access ‣
Servers and press Add
server.

Later,Navigate System > Access
> Add users

Then enable Generate New secret
Checkbox , You will get a OTP QR
Code

or

reopen the created user you just
created by clicking on the pencil
icon.

5

6



30 - Two Factor Authentication Support
Navigate System ‣ Settings
‣ Administration, Scroll down 
section Authentication you 
should change this to your newly 
added authentication server to 
make sure no local user can gain 
access without 2FA.

Note : Make sure you tested 
token

Install Google Authenticator, then 
Go to System ‣ Access ‣

Tester
Select the Authentication server 
you have configured, and enter the 
user name by Scanning the QR 

Code . Then enter the *token + 
password, remember the order 
is token and then password in the 
same field.

8

7



LAN
WAN

HIGH PERF - User/Endpoint HIGH PERF - Server

31 -Performance & User Experience

Set Steps Acceptance Criteria
Measure throughput and 
latency of VPN 
connections under 
different network 
conditions.

Evaluate the ease of 
setup and usage, 
connection stability, 
responsiveness, and any 
issues during usage.

Acceptable throughput and latency 
for VPN connections.

No significant performance 
degradation compared to direct 
network access.

● Server: iperf -p 5000 -f m -s
● Client: iperf -p 5000 -f m -c <IP-des-Servers> -t 180 -P 10



32 -Dynamic Routing -General & OSPF

Set Steps Acceptance Criteria
To enable Routing 
Go to Routing > 
General. Then, Go 
to Routing > OSPF

Should be able to configure 
routing with different 
functionalities like CARP and 
AS Number.

Configure a 
dynamic routing 
protocol -OSPF

Test neighbor 
establishment, 
route exchange, 
and route 
convergence.

Check the running 
configuration

2

1



33 -Dynamic Routing -BGP

Set Steps Acceptance Criteria
To enable Routing 
Go to Routing > 
General. Then, Go 
to Routing > BGP 
Configure a 
dynamic routing 
protocol - BGP.

Should be able to configure 
routing with different 
functionalities like CARP and 
AS Number.

Test neighbor 
establishment, 
route exchange, 
and route 
convergence.

Check the running 
configuration



35 -Routing -Diagnostics

Set Steps Acceptance Criteria
Simulate You should be able to
network see the routing
changes and configuration and
observe which configuration in
dynamic route running (Running
updates. Go to Configuration tab )
Routing >
Diagnostics >
General.



34 - Dynamic Routing - RIP

Set Steps Acceptance Criteria
To enable Routing 
Go to Routing > 
General.

Should be able to configure 
routing with different 
functionalities

Then, Go to 
Routing > RIP 
Configure a 
dynamic routing 
protocol - RIP.

Test neighbor 
establishment, 
route exchange, 
and route 
convergence.

Check the running 
configuration



36 -VLAN

Set Steps Acceptance Criteria

Go to 802.1Q VLAN and
Interfaces > Layer2 switching
Other Types > support
VLAN. Create
VLANs as
required. You
can add VLAN
by adding a
parent, tag
and priority.

2

1



Set Steps Acceptance Criteria

Go to 
Interfaces >
Assignments.

802.1Q VLAN and
Layer2 switching 
support

Assign the 
VLAN by 
selecting in
the drop down 
list

37 -VLAN Assignments



42 - Load Balancing & ECMP

Disable Gateway Monitoring Unchecked Make гure moniīoring iг enabled

Monitor IP 8.8.8.8 We uгe Google’г DNS

Mark Gateway as Down Unchecked

Go to System ‣ 
Gateways ‣ 
Configuration and click 
on the pencil symbol to 
edit the first gateway.

Now make sure the 
following is configured:

2

1



42 - Load Balancing & ECMP

Disable Gateway Monitoring Unchecked Make гure moniīoring iг enabled

Monitor IP 8.8.4.4 We uгe Google’г гecond DNS

Mark Gateway as Down Unchecked

Go to System ‣ 
Gateways ‣ 
Configuration and 
click on the pencil 
symbol to edit the 
second gateway.

Now make sure the 
following is configured:

3 4



43 -Dynamic Routing Over VPN- OSPF

Set Steps Acceptance Criteria
Configure the VPN -IpSec 
VPN

Successful creation of VPN connections 
enabled without errors or unexpected 
behavior.

To enable Routing Go to
Routing > General.
Then, Go to Routing >
OSPF

Should be able to configure routing 
with different functionalities like 
CARP and AS Number.

Configure a dynamic 
routing protocol -OSPF

Test neighbor 
establishment, route 
exchange, and route 
convergence.

Check the running configuration

Encrypted 
Tunnel.



44 -Reporting & Visibility

Set Steps Acceptance Criteria

Go to Reporting >
Traffic > Top Talkers. 
Generate various types 
of network traffic

Detailed Network Visibility

Go to Reporting >
Insight.Utilize visual 
tools to observe traffic 
flows, including

● Source and 
destination 
devices

● Application 
types

● Traffic volumes
● Bandwidth 

utilization

Full network visibility of different 
interface traffic Clear and
informative visual representations of 
network traffic flows.

Go to Reporting >
Insight > Details. Filter 
and drill down into 
specific traffic patterns 
for detailed analysis.

Should be able to use filters and see
detailed traffic information.



45 - Network Visibility



46 - Reporting- Export

Set Steps Acceptance Criteria

Go to Reporting
> Insight >
Export.
Generate 
various types of 
reports
available in the 
firewall (e.g., 
traffic logs, 
security events, 
policy
violations, 
resource usage, 
performance 
metrics).

Inspect the 
generated 
reports for 
accuracy and 
completeness of 
data.

Reports should be 
generated successfully 
without errors or 
omissions. The reports 
will be in csv format

Data in reports should 
accurately reflect firewall 
activity and
configuration.



NMS



Step 1: - Open the 
URL with the Link
URL: - 
https://<virtual IP>
Step 2: - Login with 
the credentials
Username: - 
admin

Logging into the NMS



Dashboard opens up. Go to NMS





• Servers Health Graph
• Step 1: - Check for the 
cluster key in coral file as above
• Step 2: - Now define the 
Servers Physical IP as Call 
server in the Category
• Step 3: - Open NMS 
Dashboard. Click on the three 
dots on right hand side



Dashboard- system Health Status



Topology View of NMS



Live 
Training on 
NMS



Testing 
&
Tracing Tools

Wireshark



Context

Introduction
 

• Wireshark – A 
Powerful 
Network 
Analysis Tool

Features and 
functionalities

• Key Features 
of Wireshark

• Functionalities 
of Wireshark

Log analysis

• WireShark 
Packet-
Capture 



Wireshark – A Powerful Network Analysis Tool

What is Wireshark?

Wireshark is an open-
source network protocol 

analyzer used for capturing 
and inspecting data packets 

traveling over a network.

It helps in network 
troubleshooting, security 

analysis, and protocol 
development.

Originally named Ethereal, 
it was renamed Wireshark 

in 2006.

Why is Wireshark 
Important?

Real-time packet capture: 
Monitors network traffic in 

real-time.

Supports multiple 
protocols: Works with TCP, 
UDP, HTTP, DNS, and over 

2500+ protocols.

Helps in security analysis: 
Detects suspicious activities 

like cyberattacks and 
unauthorized access.

Troubleshooting tool: 
Diagnoses slow network 
performance, dropped 

packets, and connectivity 
issues.



Features & Functionalities of Wireshark:
 Key Features of Wireshark

•  Key Features of Wireshark

•  1. Real-Time Packet Capture:

• Captures live network traffic from various interfaces (Ethernet, Wi-Fi, etc.).
• Allows users to analyze packet data in real time.

• 2. Protocol Support:

• Supports over 2500+ network protocols including TCP, UDP, HTTP, DNS, and more.
• Automatically detects and decodes protocol structures.

• 3. Advanced Filtering Options:

• Display Filters: Used to focus on specific packets (e.g., tcp.port == 80).
• Capture Filters: Helps reduce the volume of data collected at capture time.
• Color Coding: Highlights different types of traffic for easy identification.



Features & Functionalities of Wireshark:
 Functionalities of Wireshark

• 1. Deep Packet Inspection:

• Examines packet headers and payloads for detailed analysis.
• Helps in diagnosing network and security issues.

• 2. Packet Reconstruction & Export:

• Rebuilds entire network sessions for analysis.
• Exports data in formats like PCAP, JSON, CSV, and XML.

• 3. Security & Network Troubleshooting:

• Detects network anomalies, dropped packets, and latency issues.
• Identifies suspicious activities like unauthorized access and cyberattacks.
• Helps in forensic investigation and penetration testing.

• Conclusion: Wireshark is an essential tool for network engineers, security analysts, and IT professionals. Its powerful filtering, protocol analysis, and 
security features make it indispensable for troubleshooting and monitoring networks.



Logs Analysis : WireShark Packet-Capture

• What is Log Analysis in Wireshark?

• Log analysis in Wireshark involves analyzing captured network packets to diagnose network issues 
and detect security threats.

• Every network packet is logged and can be inspected for anomalies, dropped connections, and 
performance bottlenecks.

• Why is Packet Capture Important?

• Helps in troubleshooting slow connections, packet loss, and unauthorized access.
• Assists in security analysis by identifying unusual traffic patterns.
• Provides detailed insights into network behavior and communication protocols.

• NOTE: Before starting the wireshark application and continue with packet tracing make sure to ncap 
command on the 5G Core 



To enable pcap , execute the following commands in 
core 



Double-click 
on 
WIRESHARK 
icon to open 
it



Go-to the capture drop-down menu and then go to 
options



In Capture Option. Click on manage interface.



In manage interfaces, Go to remote interfaces



These are the IP’s of Core at different Interfaces



After that click on OK and then press Start



• UE Registration:
• In the filter type ngap 

protocol to capture UE 
Registration packets



• VoNR Call:
• Call from  UE1 to UE2 
• via WIRESHARK Logs



Live Training 
on 
Wireshark



Thank You 
For 
Your 
Time & Patience 
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5G RAN Description
             



System description -Integrated (BBU&RU) Architecture:

Components of Integrated Architecture:
• BBU (Baseband Unit): Handles signal processing, protocol stack, and communication with the core network.
• RU (Radio Unit): Manages radio frequency (RF) functions, like sending/receiving wireless signals to/from UEs 

(User Equipment).
• DU (Distributed Unit): Processes Layer 1 (PHY) and part of Layer 2 functions.
• CU (Centralized Unit): Handles higher Layer 2 and Layer 3 functions, managing control-plane and user-plane 

traffic.



• Physical Setup:
• BBU and RU in a Single Unit: Both the baseband processing and RF functions are 

handled within the same hardware.
• Connectivity:

• Direct Interface to 5G Core (5GC): The integrated node connects directly to the 5G 
Core via 

• the NG Interface (NG-C for control, NG-U for user data).
• Protocol Stack:

• PHY, MAC, RLC, PDCP, RRC in One Unit: The complete 5G NR stack is processed in the 
same

• physical hardware, reducing communication delays.
• Interfaces:

• NG Interface (N2/N3): Connects the integrated gNB to the 5G core.
• Xn Interface: Connects to other neighboring gNBs for mobility and handovers.

System 
Description 

of 
Integrated 

Architecture



• RAN Sub-System description: 

• The Radio Access Network (RAN) is the part of the telecom system that connects user devices
•  (UE — User Equipment) to the mobile core network over the air.
• It handles the transmission, processing, and management of radio signals between 
• UEs and the core, enabling all mobile services like voice, data, and messaging.

• RAN Architecture in 5G
• The 5G RAN is more flexible and distributed compared to previous generations. 
• It consists of three main components:
• Radio Unit (RU)
• Distributed Unit (DU)
• Centralized Unit (CU)



Next-Generation RAN (NG-RAN):
The RAN is responsible for wireless communication between UEs (User Equipment) and the 5G 
Core. It includes the following elements:
gNB (Next Generation Node B): The base station in 5G, which can be implemented as:
1. Monolithic gNB: All functions in a single unit (left side of the diagram).
2. Disaggregated gNB (CU/DU Split): Split into smaller units for flexibility and scalability (right 

side of the diagram).

RAN Architecture in 5G



RAN 
Architecture 
in 5G

• Handles higher-layer functions (Layer 2 and Layer 3).
• Manages the RRC (Radio Resource Control) and handles mobility, security, and 

QoS policies.

gNB-CU (Centralized Unit):

• Processes lower-layer functions (PHY, MAC, and parts of RLC).

gNB-DU (Distributed Unit):

• NG-C (Control Plane): For signaling messages (e.g., registration, 
authentication).

• NG-U (User Plane): For user data traffic.

NG Interface:

• Connects the CU to the DU.

F1 Interface:

• Xn-C (Control Plane): Supports handovers and mobility management.
• Xn-U (User Plane): Transfers data between gNBs.

Xn Interface:



Features and functionalities of the RAN Sub-
System:
• A 5G Radio Access Network (RAN) features functionalities like beamforming, massive MIMO, network 
• slicing, dynamic spectrum sharing, small cells,and the use of millimeter wave (mmWave) technology to deliver
•  high-speed, low-latency connectivity by efficiently managing radio signals between user devices and the 
• 5G core network, enabling applications like augmented reality, autonomous driving, and high-bandwidth 
• streaming with improved coverage and capacity compared to previous generations.  

• Features of 5G RAN: 
• Massive MIMO
• Network Slicing
• Small Cells  
• mmWave Technology
• Dynamic Spectrum Sharing (DSS)
• Centralized Unit (CU) and Distributed Unit (DU)



Features and functionalities of the RAN 
Sub-System:
• 5G RAN functions: 
• Radio signal transmission and reception
• Resource allocation
• Mobility management
• Quality of service (QoS) control



specifications  BBU/RU 
General Description
3gpp release 16
Technology 5G NR
Band N78(3.3-3.8GHz)
Architecture Integrated RAN
Mode TDD
Sectors 1
Users (connected/Active) Min 32
MIMO Min 2T2R
Mimo modes SU-MIMO
RF power Min 100mW
No. of CC 1
Bandwidth Up to 100MHz
SubCarrier Spacing 30 KHz
Synchronization GPS,Synce and IEEE1588v2
Throughput 200 Mbps
Interfaces 1x10G copper or 1x10G optical
NO.of layers(DL/UL) 2/1
QAM(DL/UL) 256/64
Users/TTI 4



Implementation of 5G RAN
• Server specification required for 5G RAN 
• To support the 5G RAN-in-a-Box system in the lab, the server must meet specific 
hardware and software requirements. The server will handle processing, networking, and 
storage needs for 5G RAN functions, baseband processing, and potential integration with 
the 5G Core (if applicable).
• Explanation of Hardware proposed for the lab
• The proposed hardware is a compact 5G RAN-in-a-Box solution designed for lab testing 
and small-scale deployments. This unit integrates Radio Access Network (RAN) and 
Baseband functionalities into a single enclosure, simplifying setup and operation. It 
features an internal antenna system, reducing the need for external RF components while 
ensuring efficient signal transmission.
• ption.



Key Features and Capabilities of 5G RAN

• Key Features and Capabilities
• 1. Integrated RAN Design
• Combines radio unit (RU) and distributed unit (DU) into a single hardware unit, minimizing 
infrastructure complexity.
• Eliminates the need for separate baseband processing units, making it ideal for lab environments.
• 2. Internal Antenna System
• Active Antenna Configuration: Enhances signal coverage and performance through beamforming and 
optimized RF output.
• Supports 2T2R MIMO, ensuring stable connectivity and efficient spectrum usage.
• Internal antenna design reduces deployment challenges and eliminates external RF cabling.
• 3. Frequency and Bandwidth
• Operates in 5G NR Band N78 (3.3–3.8 GHz), a key mid-band frequency for 5G networks.
• Supports up to 100 MHz bandwidth, allowing high data throughput in lab simulations.



Implementation of 5G RAN

• Key Features and Capabilities
• 4. Connectivity and Interfaces
• 10G Ethernet (Copper/Optical) for high-speed backhaul and data transfer.
• GPS, SyncE, and IEEE1588v2 support for accurate timing synchronization.
• IP65-rated enclosure, ensuring protection against dust and moisture even in rugged conditions.
• 5. Performance and User Capacity
• Minimum 32 concurrent users supported, making it ideal for multi-user testing scenarios.
• Downlink throughput of 200+ Mbps, simulating real-world 5G performance.
• 4 users per TTI, optimizing scheduling and resource allocation.
• 6. Power and Mechanical Design
• Compact form factor (1ft x 1ft, <5 kg) for easy portability and installation.
• 48V, 60W power input, ensuring efficient energy consumption.



Implementation of 5G RAN

• Use Cases in the Lab
• 5G Network Testing: Validating RAN performance under various conditions.
• Application Development: Testing 5G-enabled applications in a controlled 

environment.
• Interoperability Testing: Evaluating compatibility with different core network 

elements.
• Training and Research: Hands-on experience for engineers and researchers 

working with 5G technologies.



Implementationof 5G RAN

• Provisioning of server for installation
• The RAN-in-a-Box solution proposed for the lab is a fully integrated system that includes preinstalled 
software for Central Unit (CU), Distributed Unit (DU), and Radio Unit (RU) within a single hardware package. 
Since this is a self-contained deployment, there is no need for an external server to install or run individual 
CU/DU functions separately
• OS and Virtualization software installation
• The RAN-in-a-Box does not require an external OS or hypervisor installation, as it comes with preloaded 
firmware and software optimized for 5G RAN functionality.
• No need for VMware, KVM, or other virtualization platforms, as the system operates natively on its own 
embedded OS.
• .



Configuration of 5G Core

To configure core elements, we need to update the coral configuration file with the required changes.
This configuration defines the core and RAN integration settings by specifying IP addresses, mobility 
parameters, and service components.
In the next slide, we have included coral file screenshots for better understanding.
Here are some key examples:

Mobility Parameters:
MCC: 001, MNC: 001, MME-MNC: 01
TAC: 1, AMF: 8000, SD: 000000
Mode: vonr
CSCF & Node IPs:

CSCF: 192.168.254.30
IP Servicing CSCF: 192.168.8.67
IP Feature Server: 192.168.8.68
IP Trunk Gateway: 192.168.8.69
IP AMF: 192.168.8.66
Media Proxy: 127.0.0.1
Gateway: 192.168.8.254



Configuration of 5G Core and RAN



Configuration of 5G Core and RAN



Configuration of 5G Core and RAN



Connection establishment between RAN – Core elements (AMF,UPF)
After successful configuration, the connection establishment between the RAN (gNB) and core 
network elements (AMF) involves signaling. The AMF is responsible for signaling interactions. 

NGAP messages between AMF and gNB



Connection establishment between RAN – Core elements (AMF,UPF)

After successful configuration, the connection establishment between the RAN (gNB) and core 
network elements (UPF) involves data-plane communication protocol. The UPF manages user-plane 
data forwarding.

NGAP messages between UPF and gNB



Verification of connection establishment between Core and RAN

AMF LOGS

Verification of Successful connection establishment between Core and RAN 



Verification of connection establishment between Core and RAN

UPF LOGS

Verification of Successful connection establishment between Core and RAN 
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QoS and Security

Security domain architecture

5G Core Security
The 5G Core (5GC) network introduces 
advanced security mechanisms to protect 
network communication, user authentication, 
and data exchange across different network 
domains. The security framework is structured 
into multiple security domains to ensure 
comprehensive protection against potential 
threats.



5G Core Security Framework – Key Domains & Features
Security Domains:
• Network Access Security: Secure UE authentication and access for 3GPP & Non-3GPP networks.
• Network Domain Security: Secure signaling and user plane data exchange.
• User Domain Security: Secure UE access control.
• Application Domain Security: Secure message exchange between user and provider apps.
• SBA Domain Security: Protects network element registration, discovery, and authorization.
• Visibility & Configurability: Displays whether security features are active.
Key 5G Security Features (3GPP):
• Increased Home Control: Prevents IMSI interception by verifying device location during roaming.
• Unified Authentication: Common authentication for 3GPP & non-3GPP access (e.g., Wi-Fi).
• Security Anchor Function (SEAF): Enables re-authentication across networks without full authentication.
• Subscriber Privacy: Uses SUPI (instead of IMSI) concealed with SUCI to prevent identity exposure.
Security Entities in the 5G Core
1. AUSF (Authentication Server Function)
2. ARPF (Authentication Credential Repository and Processing Function)
3. SIDF (Subscription Identifier De-concealing Function)
4. SEAF (Security Anchor Function)



5G Core Security:

Initial-UE Message with SUCI



5G Core Security:

Authentication-vectors in 5G Core



5G Core Security:

HTTP/2 and NGAP Packets for AKA



5G Core Security

AUSF ue-authentication



5G Core Security

Authentication Vectors in 5G Core



5G RAN Security:

• User Plane Integrity: Ensures both integrity and confidentiality protection.
• DTLS & IPsec: Mandates support for DTLS (Datagram Transport Layer Security) and IPsec for 

backhaul control (N2) and handover (Xn).
• CU/DU Security: Requires DTLS, IPsec ESP, and IKEv2 certificate-based authentication with 

confidentiality, integrity, and replay protection for internal RAN (F1 and E1 interfaces).
• Certificate & Software Security: Supports certificate enrollment and software update verification 

before installation.
• PDCP Counter Check: Detects maliciously inserted packets.
• SCTP Inspections: Implements stateful SCTP inspections (host-based or inline firewall) for Xn-C, E2, 

and E1 interfaces to prevent vulnerabilities.

References: 
5G RAN Security
5G Core security

https://www.gsma.com/solutions-and-impact/technologies/security/wp-content/uploads/2024/07/FS.40-v3.0-002-19-July.pdf
https://www.etsi.org/deliver/etsi_ts/133500_133599/133501/15.02.00_60/ts_133501v150200p.pdf


IMS



IMS (IP Multimedia Subsystem )

IP Multimedia Subsystem (IMS) is a 
standardized architectural 
framework that facilitates the 
delivery of rich multimedia 
services like voice, video, and 
messaging over IP networks, 
including Voice over New Radio 
(VoNR)



Loggin in to IMS
Step 3: - Enter the credentials 

Username: - admin
Password: - admin123
The page will be shown below 

NOTE: You can also create/update/delete an extension, 
Trunks, & different features from GUI. 

• Extension user administration 
by GUI:
• Step 1: - Go to web browser 
• Browser link: - 
• https://<ip>/manager/
• Step 2: - A window opens up



Extension (VoNR) Creation in IMS



Extension (VoNR) Creation in IMS



Extension (VoNR) Creation in IMS



From Extension: - 
<Starting Extension>

To Extension: - 
<Ending Extension 
No>

• Enter the credentials as below: -

• Select extension Subtype: - VONR <default>



Extensions are now created and select the 
extension by clicking the dialogue box 



Click on the dropdown box and then enter the 
Kval , opcval , imsival paramters 



The Dialogue box will now be open like this and 
input the values in it respectively



Step 2 - Configure COS (Class of service)



Verify extension parameters



Live Training 
on IMS with 
user creation 
and VoNR 
Calling



Configuration 
Of

5G Radio
(gNodeB)



Accessing The 
gNodeB 
Through 

IP Address



ACCESS THE RADIO USING THE IP PROVIDED
DEFAULT ID ; RESONANCE
DEFAULT PASSWORD: RESONANCE



To change the IP Address of gNodeB: 
-Step 1 : Go to Network Parameter and change the 
IP Address



TO CHANGE THE IP ADDRESS OF GNODEB: 
-STEP 2: AFTER CHANGING THE IP CLICK ON 
CONFIGURATION SAVE TO APPLY CHANGES 



Configuration 
Of 

NG-C(N2) 



Configuration of NG-C(N2): 
-Step 1: Go to Managed Element Configuration and then navigate to :
CUCP Function - NG-C(N2) Interface



Configuration of NG-C(N2): 
-Step 2: After making the desired changes. Click on Configuration Save drop 
down and then save the configurations



Configuration 
Of 

NR-Cell 



Configuration of NR-Cell: 
-Navigate to DU Function and then go to NR Cell and then make the desired 
changes in configuration  



Configuration
Of 

PMLN & Slicing 



Configuration of PMLN & nr Cell Relation: 
-Navigate to Vendor Config and then go to 
Vendor Common



Finalizing 
The 

Changes of 
gNodeB



Finalizing the Changes of gNodeB:
Step 1: To save the mentioned changes click on the power button on the top-right page and 
A drop-down menu will appear  



Finalizing the Changes of gNodeB:
Step 2: Click on System Restart and your desired changes will now take place on 
the network.  



SETUP
1.Connect the 48V power supply to the gNB

2.Connect the Ethernet cable(CAT-7) from gNB to switch 2.5 Ghz port

3.Connect your core to the switch with a CAT-7 Ethernet and switch it on.

4.Connect the DNN to the switch in similar fashion if want to transfer data on 

the network.

5.Switch on the gNB and wait for it to come up.

6.ssh to the gNB from DNN using command `ssh root@gnodeB IP`.

7.Enter the username and password both as `root`.

8.Enter `vi /etc/systemd/network/eth0.network` and change the board address 

relevant to your network subnet.

9.Enter vi /cu/config/me_config.xml and set the control plane and user plane ip 

as shown in the figure below.

10.`<EP_NgC>` is the control plane configuration and `<EP_NgU>` is the user 

plane configuration.

11.`localIpAddress` should be set as the gnb ip and the `remoteAddress` 

should be set according to the core control plane and user plane address.

12.Reboot the gNB with reboot command and wait for the service to come up.



• Integrated gNodeB Software components
• It is based on commercial SOC built on ARM and RISC architectures for L2/L2/L1 modules. Following are 

the major components
• Platform – U-BOOT, Linux and RFS
• OAM – Configuration data such YAML, xml files
• O-CU L2/L3 – software modules to perform NGAP, RRC, PDCP, etc. Communicate over F1AP with O-DU
• O-DU L1/L2 – software modules to perform RLC, MAC, and PHY
• RF Mager – Configuration, management of RF Transceiver module and RF front end module to manage 

the RF power, etc.,
•



                                   CHECKING CELL UP

1.Check raptor service status with `systemctl status raptor2` command.
2.Check whether the cell is up or not with command `tail -f /logdump/du_log.txt`.

Refer to the pic shown below to confirm if Cell is UP.



Local EMS -http://gNodeB ip:5000/
In Chrome browser- gnodeB IP:5000  for access the 5G NodeB EMS

MIMO: gNodeB supports 2x2 with DL 2 layers and UL 1 layers. No other option possible currently.
GNB ID: Any ID can be set.

Cell ID: Any ID

PLMN ID: Use test PLMN Id, MCC: 001, MNC: 01, No option given to modify the same with EMS. Even 
though gNodeB supports any PLMN Id. Future upgrades will come with this modifications. Slice: At a 
time, one of the slices of the three slices are supported like eMBB, URLCC, mMTC. Note that only real 
features of eMBB are supported.

TAC: Supported TAC to work with 5G SA core

PCI: Chose different PCI values if frequency re use is required means if adjacent gNodeB are 
operating on same or overlapping frequencies.

Frequency: It is a N78 band supported gNodeB. Entire band (3.3-3.8 GHz) is operational. Chose the 
frequency in multiple of 30KHz, to suit the sub carrier spacing.

Bandwidth: Up to 100 MHz is supported along with different combinations provide below.



Slice Configuration -SD and SST 
Login EMS ->Config ->Change 
SST & SD Value as per 
Required configuration



Different Bandwidth  Configuration -100 ,80,60,40 etc 
Login EMS ->Config ->Change Bandwidth  as per Required configuration
Refer below picture 



Management                                              
Upgrade –Software upgrade as per new release version 

gNodeB is upgradable for Platform, and application loads. Respective scrpits, and loads are 
bundled for seam less upgrade, where user can upgrade or down grade supplied loads.



Statistics                                                                  
BS status –Cell Status & UE Status 

will provide both top level cell and ue specific statistics. In future, more counters will 
be provided which are getting updated in the gNodeB.



Log Collection 

• Login gNodeB through Putty ssh  
• User name –root
• Password -*****
• After login through SSH
• Run below comment 
• tcpdump -i any -w /tmp/filename .pcap
• Once log collected 
• Terminate the log collection by press 

(ctrl+c) 
• And can be downloaded from temp 

folder by using the WINSCP application



Lunch Break
             



MEC
(Multi-access Edge 
Computing) 
                                    



What is MEC 

• Multi-access Edge Computing (MEC) 
refers to a network architecture that 
brings computational resources closer 
to the end user, specifically to the edge 
of the mobile network, such as base 
stations or even local routers. This 
minimizes latency by processing data 
near its source.



Why MEC Matters

• Latency reduction: MEC reduces 
delays by processing data at the edge, 
close to where it’s needed, which is 
essential for applications like 
autonomous vehicles or gaming.

• Bandwidth optimization: By offloading 
data processing to the edge, MEC 
reduces the traffic sent to the cloud, 
making more bandwidth available for 
other uses.



Continue …

• Enhanced user experience: With 
faster data processing, users 
experience quicker responses, which is 
critical for real-time applications.

• Supporting IoT, 5G, and AI at the 
edge: MEC facilitates processing for 
the massive amounts of data 
generated by IoT devices, enabling the 
smooth functioning of 5G networks 
and artificial intelligence (AI) 
applications.



MEC Architecture



MEC Cloud Core components

CONTROL PLANE: AN EXTENDED KUBERNETES 
CONTROLLER WHICH MANAGES EDGE NODES AND PODS 

METADATA SO THAT THE DATA CAN BE TARGETED TO A 
SPECIFIC EDGE NODE.

DEVICE CONTROLLER: AN EXTENDED KUBERNETES 
CONTROLLER WHICH MANAGES DEVICES SO THAT THE 

DEVICE METADATA/STATUS DATA CAN BE SYNCED 
BETWEEN EDGE AND CLOUD.

https://kubeedge.io/docs/architecture/cloud/device_controller


Continue…

• Registry Pod: A web socket client responsible for interacting with Cloud 
Service for edge computing (like Edge Controller as in the Kube Edge 
Architecture). This includes syncing cloud-side resource updates to the edge 
and reporting edge-side host and device status changes to the cloud.

• Apche2-My-VRapp : A cloud core side pod that is running and contains the 
VR application that will push to edge core.



MEC Cloud Edge components

• Edged: an agent that runs on Cloud edge core and manages containerized applications.

• Kube-proxy : Network proxy that runs on each node within the cluster, responsible for 
managing network rules and routing traffic between services and their underlying pods.

https://kubeedge.io/docs/architecture/edge/edged


Continue…

• Calico : Containerized process running on a node within a cluster that acts as the primary 
agent for Calico, a network plugin used to manage pod-to-pod communication by 
assigning IP addresses, routing traffic, and enforcing network security policies across the 
cluster.

• Varnish-VR-app: Edge side pod that contains the VR application using caching application 
named Varnish, where the content has been pushed by MEC Cloud Core pod.



Key MEC Technologies

• Containers (e.g., Docker): Containers allow applications to be packaged with all their 
dependencies and deployed on any system, making it easier to manage and scale MEC 
applications.

•       KubeEdge is an open source system extending native containerized           application 
orchestration and device management to hosts at the Edge. It is built upon Kubernetes and 
provides core infrastructure support for networking, application deployment and metadata 
synchronization between cloud and edge.



Components of MEC

• MEC Cloud Core: These servers provide the computational resources at the edge of the 
network, enabling local data processing, storage, and analytics.

• MEC Edge Core: These are distributed computing units that process data locally instead of 
sending it to the cloud. They are deployed close to the users or devices to reduce latency.



• Communication Networks (5G core, RAN): These networks facilitate data transfer 
between the edge nodes, servers, and end devices.

• End Devices (smartphones, IoT devices, VR Set): These devices generate data and often 
require fast processing, which MEC helps to handle by moving the computational tasks 
closer to them.



MEC with Virtualization 

• KVM (Kernel-based Virtual Machine) is a virtualization technology built into 
the Linux kernel. It allows you to run virtual machines (VMs) on a Linux 
system, turning it into a hypervisor. With KVM, you can run multiple isolated 
environments on a single physical machine, each with its own operating 
system and applications, essentially enabling hardware virtualization.



• Virtual Machine Management: Both MEC Cloud Core and MEC Edge Core 
uses KVM virtualization platform itself is just a core part of the virtualization 
process. Guest machines that are running on both MEC servers are like 5G 
Cloud Core, NMS and MEC Cloud Core where on other server’s guest 
machines are running MEC edge Core.



KVM 
manager



Guest 
Machines 
running on 
KVM



Guest Operating Systems: 

• KVM supports a wide range of guest operating systems, including various    
versions of Linux, Windows, and other UNIX-like operating systems.



Application installation procedure

All applications files have standard design in yaml format. Upload the installation 
files from the system to MEC Cloud Core server under /home/support using 
WinSCP application

Now go to /home/support/

There will be two files for MEC installation:

1. mec-core-server_1.0.0_amd64.deb

2.mec-deployments.tar



MEC Use Cases

Virtual Reality (VR) Application:

• Reducing latency for immersive experiences: AR/VR applications require 
extremely low latency to provide immersive user experiences. MEC enables 
this by processing data close to the user.

• Cloud rendering at the edge: MEC can support AR/VR applications by 
offloading graphics rendering tasks from core to the edge, ensuring faster and 
more responsive experiences.



• Caching: Varnish caching is a high-performance HTTP accelerator commonly 
used to speed up web applications by caching HTTP responses. It is often 
deployed in front of web servers (like Apache or Nginx) to reduce latency and 
decrease load on backend servers. Integrating Varnish with containers can 
enhance scalability and performance. Here’s an overview of how you can use 
Varnish caching in a containerized environment.



Cloud core IP: 
192.168.x.x:30082



Application will be pushed to Edge Core using deployment files. 
Once application will be deployed go to edge core and application 
will be accessible using below URL.

• http://ip-of-mec-edge-core



Application 
running 
inside VR set 



Use case objective

Latency and Bandwidth Optimization

• Content delivery networks (CDNs) in MEC: MEC can act as a localized CDN, 
reducing latency for content delivery and improving user experiences.

• Edge computing in ultra-low-latency applications: 5G networks require 
ultra-low latency for applications such as telemedicine, VR, and AR. MEC is 
key to enabling these applications by processing data at the edge.



Monitoring of services in MEC
 

Available MEC 
command for 

monitoring 

MEC core server

MEC edge server



All edge servers will connect with cloud core. To verify this run the above command on MEC Cloud Core
#mec status nodes



Command result will 
display the cpu 
utilization, load 
average , tasks 
running , memory 
utilization etc.
#mec status resources



This command 
will display all 
the cpu related 
information.
#mec status 
cpu-support



It will print the status of cloudcore on MEC Cloud Core server
#mec status cloud-core



It will print the current status of the daemon MEC Edge Core server
#mec status edge-core



It will print the current volume attached to MEC Cloud Core server
#mec status persistent-storage



5G AI Camera

• Features:

• • 5MP 1/2.7" CMOS image sensor, low 
luminance, and high-definition image.

• • Intelligent Analytics Supported: Human 
Detection, Intrusion Detection, Audio Detection, 
Object Left, Object Lost, Line crossing, Scene 
Change

• • SD card supported up to 512GB.

• • Wide Dynamic Range up to 120dB

• • Digital Alarm 1 Ch In/ 1 Ch Out



5G AI 
Camera

• LOGIN Credentials; 

• Username: admin
• Password: admin123



5G AI 
Camera

• Live streaming of the 
camera



5G AI 
Camera
Live alarm in case of   
crossing



5G AI 
Camera
check the alarm logs by 
checking the analysis 
alarm in Alarm section in 
the upper tab section



IoT Gateway



COSGrid IoT Gateway- IG4XG - Hardware Overview

Key Highlights

◗ Intel® Celeron J3455 4C/4T Processor with up to 8GB 
DDR3L 1866MHz SODIMM

◗ Intel® HD Graphics
◗ 4x Gigabit LAN Ports ( C: Intel® I211 AT)
◗ 3x M.2 B Key (USB) 2242/3042 with 3x Nano SIM Slot
◗ 1x M.2 E Key 2230 1x 2.5” 7mm Storage Drive
◗ 2x USB 3.2 Ports Gen1
◗ 1 HDMI Port, 1 COM Port;

Intel Celeron J3455 and supports 4x GbE LAN ports, 1 HDMI port, and 3 M.2 Bkey wireless modules

Features Description

Form Factor
Fan-based Embedded Rackmount | Enclosure: 190 x 44 x 120mm (7.48" x 1.72" x 4.72")
Package: 300 x 130 x 279mm (11.81" x 5.12" x 11.02")

Processor Intel® Celeron® J3455 processor Up to 4C/4T; Up to 2MB Cache

System Memory Slot Count: 1 DIMM slots Max Memory (2DPC): Up to 8GB 1866MT/s non-ECC UDIMM

Input/Output LAN: 4 RJ45 1 GbE LAN port(s) Video: 1 HDMI 1.4 port(s)

System Cooling Fans: 1x 40mmcm heavy duty fans with optimal fan speed control

Wi-Fi Wi-Fi 802.11n/ac with 2 X Modules

Antenna 4 X LTE/5G + 2 X Wifi Antenna,

Power Supply 1x 60W power supply

Expansion Slots
1 M.2 NVMe slot(s) (E-key 2230) 2 M.2 NVMe slot(s) (B-key 2242/3042) 1 M.2 NVMe/SATA
slot(s) (B-key 2242/3042)

Operating Environment
Operating Temperature: °C ~ °C (°F ~ °F) Non-operating Temperature: °C to °C (°F to °F)
Operating Relative Humidity: %to %() Non-operating Relative Humidity: %to %()

Wifi Antenna LTE/ 5G Antenna



Set Steps Acceptance Criteria

CPU : Qualcomm or

In GUI Navigate
Status - > Overview -

equivalent, Dual core or

Higher

> Systems

RAM: 256 MB

Gateway Configuration



Set Steps Acceptance Criteria
Supports USB

Supports minimum 4 nos
Take the Hardware & 
Check Manually

10/100/1000 Ethernet
ports

Supports 1G WAN port
.
Supports status LED

Supports PoE and DC
power socket.

Supports 1 or more SIMs

Verify Input /Output Configuration Support

1 LAN1
2 LAN2
3 WAN2

6 SIM Slot 1 (JMD1)
7 SIM Slot 2 (JMD2)
8 SIM Slot 3 (JMD3)

4 WAN1 9 USB1
5 HDMI Port 10 USB0

Click Here - For Hardware Setup Overview

https://youtu.be/F6C5rwyc97M


Set Steps Acceptance Criteria
Turn on the device after
plugging in the power.
Connect the ethernet
cable to the LAN port
and your laptop.

The LED in the device

should blink.

The login window to

Then you can go to the 
IP Address provided by 
the provider in your 
browser. Figure:1

access COSGrid IoT
Gateway should be 

visible.

Enter the credential 
provided by the 
provider.

You should be able to 

login and see the 

functionalities. Figure:2

Hardware & GUI Connectivity

Figure:2

Figure1



Modem & cellular Bands Status



Device, WAN status & Mobile Signal Quality

Set Steps Acceptance Criteria
Go to Status > Allows monitoring of:
Overview. Under
the 4G/5G Status 
Verify the
capability of the
IoT gateway to 
monitor Mobile

Device Model, Revision 
and Serial Number, Mobile 
Cell ID, ICCID, IMEI,
Connection Type, 
Operator, Signal Strength,

Cell ID. Figure:27 WAN Type and IP, WAN
Type, WAN IP, Mobile
Operator Name, Mobile
Signal Strength, Mobile
Network Type.



WiFi Access points & 
Security

Set Steps Acceptance 
Criteria

Navigate Network > Wireless. Both options for
Click the Edit button, configuring a
Configuration window Popup network

manually and
Scroll down the pop up You will scanning
see the General Setup tab Select networks should
Access Point Mode. Confirm the be there.
settings for SSID, security
protocols (WPA2, WPA3).

Ensure that devices can connect 
to the network seamlessly, and

WiFi Security : 
WPA X /WEP/
TKIP variants as 
per the latest 
version.

there are no connectivity issues.

Test the compatibility of various 
devices (laptops, smartphones, 
IoT devices) with the Access

Support 
minimum 30 
simultaneous 
WiFi users 
connections.

Point.
The network 
should work 
seamlessly on 
every device.

1

2

3



WiFi Client & Security

Set Steps Acceptance Criteria
In Side Bar
Network > 
Wireless.

Select Client 
Mode. Confirm 
the settings for 
SSID, security 
protocols (WPA2, 
WPA3).

Check the
Internet 
Connection. You 
can do a ping test. 
Go to Network > 
Diagnostics.

Both options for
configuring a network 
manually and 
scanning networks 
should be there.

WiFi Security : WPA 
X /WEP/ TKIP
variants as per the
latest version.

You should be able
to ping any running
website. 3

2

1



Routing - Static Routing

Set Steps Acceptance 
Criteria

Go to Network
> Static
Routes. Test the 
implementation 
of static routing. 
Figure:7

Configure a 
Route by adding 
your desired 
Target and 
Gateway.

Options to add 
Target, Netmask 
etc. should be 
there.

Should be able to 
see the route 
configuration in the 
table.

Note : Rouīe will
work or noī will
depend on your
configuraīion.

1

2



DHCP - Static and dynamic IP 
allocation

Set Steps Acceptance Criteria
Go to Network >
DHCP and DNS.
Test the ability to 
define DHCP and DNS 
parameters. Figure:8

Go to Network > 
DHCP and DNS.
Under the Static
Leases Tab, Verify 
leases creation.
Figure:9

Under the Static 
Leases Tab. Verify 
that devices 
successfully renew 
their IP addresses as 
leases expire.

The configuration should 
work for all the devices 
connected.

A lease should be 
assigned to every device 
that is connected.

After the mentioned
Lease time the device 
lease should be renewed.

1

2

3



Qos Policies

Set Steps Acceptance Criteria
Go to Network >
QoS. Test the 
ability to define 
and modify QoS 
policies.

Test the allocation 
of bandwidth to 
different classes of 
traffic.

You should be able to 
add a rule.

After refreshing the 
bandwidth
configuration should be 
shown.



Custom Limit for SIM Card

Set Steps Acceptance Criteria
Go to Network
> SQM QoS.
Test the ability 
to define and 
modify Queues.

Test the 
allocation of 
bandwidth to 
different classes 
of traffic.

Options of 
Download and 
Upload Speed 
should be 
mentioned.

After refreshing the 
bandwidth 
configuration should 
be shown.



Firewall

Set Steps Acceptance 
Criteria

Go to
Network > 
Firewall.
Test the
ability of the 
firewall to
filter incoming 
and outgoing 
traffic based 
on zone.

After saving a 
zone 
configuration, it 
should be shown 
in the table.



Firewall - Traffic Rules

Set Steps Acceptance Criteria
Go to Network >
Firewall, Under 
Traffic Rules tab.

Now the rule should be 
displayed in the table 
also.

You should be able
to add a traffic rule
using below Add
button based on
source address and
destination
address.



IPSec

Set Steps Acceptance Criteria

Go to VPN > IPsec.
Try to add a tunnel 
with customized

Supports different 
AES/DES encryption 
methods.

encryption
algorithms under
Advanced Phase
1/2 tab.

3

4



Set Steps Acceptance Criteria
Go to Services >
URL Blocking. 
Under the 
Blacklist Url
tab, Test the 
ability to 
configure 
blacklist 
websites.

Blacklist for specifying 
blocked sites only

1

2

URL Filtering - Blacklist



Set Steps Acceptance Criteria
Go to Status >
Overview. Under 
the Network tab,
Verify that network 
interfaces are 
correctly identified 
and displayed in
the status
overview. Figure:24

Status should contain proper 
parameters to define it.

Go to Status > 
Overview. Under 
the Memory, 
Verify the memory 
status. Figure:25

Visibility of critical system 
parameters such as CPU 
usage, memory utilization, 
and storage capacity.

Go to Network >
Diagnostics Test
tools such as ping,
traceroute.
Figure:26

Ensure they provide 
meaningful result

Status Overview & Diagnostics



Set Steps Acceptance Criteria
Go to System >
Backup Verify

Options to add the 
firmware image should be

that the IoT there. Note : Image should
gateway provides be sysupgrade-compatible
functions to add
a firmware image
available.

Firmware



Management API using HTTP/HTTPS

● Open Powershell & Type the Script 
given in this document

https://drive.google.com/file/d/1zRWBkswGVhkkIZGlUSO_Ke
KpbAGaLFOG/view?usp=drive_link

https://drive.google.com/file/d/1zRWBkswGVhkkIZGlUSO_KeKpbAGaLFOG/view?usp=drive_link
https://drive.google.com/file/d/1zRWBkswGVhkkIZGlUSO_KeKpbAGaLFOG/view?usp=drive_link


AI/ML & IoT in 5G: 
Applications & 

Integration
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Overview of AI/ML Techniques

• Artificial Intelligence (AI) and Machine Learning (ML) have revolutionized 
various industries by enabling machines to learn from data, recognize patterns, 
and make intelligent decisions. These technologies are extensively used to 
enhance automation, optimize decision-making, and drive innovation. Key 
AI/ML techniques include:



Overview of AI/ML Techniques

• Supervised Learning: A technique where a model learns from a dataset containing input-output pairs. The algorithm 
uses labeled examples to learn the mapping function between inputs (features) and outputs (labels). It is widely used 
in classification (e.g., spam detection, image recognition) and regression tasks (e.g., predicting house prices, stock 
prices). Popular algorithms include Decision Trees, Support Vector Machines (SVMs), and Neural Networks.

• Unsupervised Learning: Works with unlabeled data, meaning the algorithm tries to find hidden patterns, 
relationships, or structures without predefined categories. Clustering techniques such as K-Means, DBSCAN, and 
Hierarchical Clustering group similar data points, while dimensionality reduction techniques like PCA (Principal 
Component Analysis) and t-SNE help in feature extraction and visualization of high-dimensional data. Applications 
include customer segmentation, anomaly detection, and recommendation systems.



Overview of AI/ML Techniques

• Reinforcement Learning (RL): A decision-making framework where an agent interacts with an 
environment and learns by receiving rewards or penalties. The agent takes actions to maximize 
cumulative rewards over time. RL algorithms like Q-Learning, Deep Q Networks (DQN), and Proximal 
Policy Optimization (PPO) are widely used in robotic control (robotic arms, drones), autonomous 
navigation (self-driving cars), gaming (AlphaGo, Dota 2 AI), and finance (automated trading strategies).

• Deep Learning: A subset of ML that leverages artificial neural networks (ANNs), particularly deep 
neural networks (DNNs) with multiple layers. These models can automatically extract features from raw 
data, making them highly effective for image processing (CNNs - Convolutional Neural Networks), 
speech recognition (WaveNet, DeepSpeech), and natural language processing (RNNs, Transformers like 
GPT and BERT). Deep learning powers applications such as self-driving cars, facial recognition, voice 
assistants (Siri, Alexa), and automated translation (Google Translate).



Overview of AI/ML Techniques

• Federated Learning: A privacy-focused machine learning technique where 
models are trained across multiple devices (e.g., smartphones, edge 
devices) without transferring raw data to a central server. Instead, the 
model is updated locally and only sends learned insights back to the global 
model. This approach enhances data privacy, reduces bandwidth usage, 
and allows AI models to be trained across decentralized networks. It is 
widely used in healthcare (collaborative medical research), finance (fraud 
detection), and mobile applications (personalized keyboards, predictive 
text on smartphones).



AI/ML Applications for 5G

• The integration of AI/ML in 5G networks enhances performance, efficiency, and automation. Some key applications include:

• Network Optimization: AI-powered algorithms optimize network resources, reduce latency, and improve bandwidth utilization by 
analyzing real-time traffic patterns.

• Predictive Maintenance: ML models predict hardware failures and network outages, ensuring proactive maintenance and reducing 
downtime.

• Dynamic Spectrum Allocation: AI optimizes frequency spectrum usage based on demand and interference conditions, enhancing spectrum 
efficiency.

• Autonomous Network Management: AI-driven self-organizing networks (SONs) dynamically adjust network configurations to optimize 
coverage and capacity.

• Security Enhancements: AI detects and mitigates cyber threats, unauthorized access, and anomalous network behaviors, strengthening 
network security.

• 5G Edge Computing/MEC: AI/ML enhances edge computing by processing data closer to the source, reducing latency for applications like 
autonomous vehicles and smart factories.

• AR/VR and 5G Camera: In the 5G Lab, AI-driven AR/VR applications and 5G-enabled cameras with face and fire detection utilize Multi-
Access Edge Computing (MEC) for low-latency processing and real-time analytics.



IoT Technology Overview

• The Internet of Things (IoT) refers to a network of interconnected devices that collect, analyze, and exchange 
data. IoT technology enables smart automation and real-time decision-making across various industries. Key 
components of IoT include:

• Sensors and Actuators: Devices that collect real-world data (e.g., temperature, motion) and perform 
actions based on analysis. The Coral Gyan IoT Sensor Box, used in the 5G Lab, includes sensors like NPK, 
LDR, Temperature & Humidity, and Soil Monitoring for environmental analysis.

• Connectivity Protocols: IoT devices use protocols such as Wi-Fi, Bluetooth, Zigbee, LoRaWAN, and 5G for 
seamless communication.

• Edge Computing & MEC: Processes data closer to the source, reducing latency and enhancing efficiency. 
MEC in the 5G Lab supports real-time data analysis from IoT sensors, AR/VR applications, and 5G cameras.

• AI and Big Data Analytics: Extracts insights from IoT-generated data, enabling predictive analytics and 
automation.



IoT Use-Cases and Deployment 
Scenarios

• IoT is widely adopted across various sectors with multiple deployment scenarios, including:

• Smart Cities: IoT enables smart lighting, traffic management, waste management, and surveillance systems to improve urban living 
conditions. 5G-enabled smart cameras and IoT sensor boxes enhance security and environmental monitoring.

• Agriculture: IoT-driven precision farming optimizes irrigation, soil monitoring, and livestock tracking, leading to higher crop yields. The 
IoT Sensor Box (Coral Gyan) plays a crucial role in monitoring soil quality and environmental factors.

• Smart Homes: Home automation systems manage lighting, security, and appliances, improving convenience and energy efficiency. AI-
powered 5G cameras ensure real-time security monitoring.

• Automotive and Transportation: IoT powers connected vehicles, fleet management, and real-time navigation, enhancing road safety 
and logistics.

• Industrial IoT (IIoT): IoT-enabled manufacturing plants use smart sensors and real-time analytics for predictive maintenance and 
automated operations.

• Healthcare: IoT devices enable remote patient monitoring, AI-driven diagnostics, and real-time emergency alerts, improving healthcare 
accessibility and efficiency.





Coral Gyan Data On NMS 
:Communication Flow

• Step-by-Step Communication Flow:

• i.) Coral Gyan (IoT Sensor Box) Data Collection & Transmission

• The Coral Gyan IoT Sensor Box collects sensor data • It sends this data to the IoT Gateway over Ethernet.

• ii.) IoT Gateway to 5G Radio Transmission

• The IoT Gateway acts as an intermediary between the sensor box and the 5G network.• It aggregates the sensor data and forwards it to the 5G Radio when it detects an active 5G connection via 5G 
SIM.

• iii.)  5G Radio to 5G Core Transmission

• The 5G Radio (gNodeB) receives the IoT data from the IoT Gateway.
• It then transmits the data to the 5G Core.
• The 5G Core handles authentication, routing.

• iv.)  5G Core to NMS Data Forwarding

• The 5G Core forwards the received sensor data to the NMS (Network Management System).• The NMS is hosted on a cloud or an on-premises server and processes, stores, and visualizes the data.
• The data can now be monitored through an NMS Dashboard.



Coral Gyan Data On NMS :
Reverse Communication Flow 
(From NMS to a Computer via 5G CPE)

• i.) 5G Radio Connection to 5G CPE

• When a 5G CPE (Customer Premises Equipment) device is connected to the 5G Radio via a 5G SIM, 
it acts as a bridge between the 5G network and local devices (PCs, IoT devices, etc.).

• The 5G CPE receives data from the 5G Radio and establishes an IP network for connected devices.

• ii.) 5G CPE to Computer System Transmission

• Any computer system, IoT device, or local network connected to the 5G CPE can now access the 
data from the NMS Dashboard.

• The data can be accessed via a web interface.

• NOTE: By Default the IP of the Coral Gyan is set to 192.168.11.35 but for using it for other devices you 
can use by setting it and DHCP or Static 



Integration of IoT in 3GPP Standards 
Framework

• The 3rd Generation Partnership Project (3GPP) plays a critical role in defining standards for 
cellular IoT integration within 5G networks. Key aspects include:

• Massive Machine-Type Communication (mMTC): Supports large-scale IoT device connectivity 
with minimal power consumption, essential for smart city applications.

• Ultra-Reliable Low Latency Communication (URLLC): Ensures real-time data transmission for 
mission-critical applications like autonomous vehicles and industrial automation.

• NB-IoT (Narrowband IoT) and LTE-M: Provides low-power, wide-area connectivity for IoT 
devices, improving battery life and coverage.

• Network Slicing: Allocates dedicated network resources to different IoT applications based on 
priority and requirements, ensuring optimized performance.

• Security Frameworks: Implements end-to-end encryption, authentication, and secure 
provisioning for IoT devices in 5G networks, ensuring data integrity.



5G Labs and Emerging Technologies

• Leading technology firms and research institutions are establishing 5G Labs to explore and test AI, IoT, and 5G synergies. These 
labs focus on:

• 5G-Enabled Smart Cameras: AI-powered surveillance cameras leverage 5G for real-time video analytics and security 
monitoring.

• Remote Healthcare: AI-driven telemedicine solutions powered by 5G enable real-time remote diagnostics and robotic-
assisted surgeries.

• AR/VR in 5G: 5G Labs integrate AR/VR applications, enabling immersive experiences for remote training, industrial 
maintenance, and interactive education.

• IoT Sensor Networks: Research in 5G Labs involves deploying IoT sensor boxes like Coral Gyan, which monitor environmental 
conditions through advanced sensors.

• Massive Device Connectivity: 5G networks can support up to 1 million devices per square kilometer, enabling large-scale IoT 
deployments for smart cities and industrial automation.

• AI-Driven Network Optimization: 5G Labs leverage AI to enhance real-time network management, predictive maintenance, 
and dynamic spectrum allocation.

• These advancements highlight how AI, IoT, and 5G will continue to shape the future of connectivity and automation.
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Steps To Start With 
Evaluation Board 

Step 1: -Insert the Private 5G SIM in the Evaluation Board 
Step 2: - Power on the Board using 5V Power Adapter
Step 3: - Press the Reset Button for 3-5 Seconds
Step 4: - Wait for 15 seconds for the Board to Boot Up
Step 5: - Install the appropriate drivers on the computer.
               
Recommended: Use Driver Booster: Driver Booster   .         

● Install the RG520F Drivers (Must Needed)
● Install the PORT Driver (Must Needed)

You are now ready to take the access of the evaluation board 

https://www.iobit.com/en/driver-booster.php


Basic Configuration Of Evaluation 
Board 
Step 1: - Press Windows + X on your Windows Computer Home screen and navigate to Device Manager 

Step 2: - When you will open the Device Manager you see a list of Ports(COM & LPT)
           
           
           
           
           
           
           
           
        
Step 3: - After that install MobaXterm from the internet - MobaXterm : - MobaXterm

Step 4: - MobaXterm is an advanced terminal emulator and remote desktop application designed for Windows. It provides a powerful set of tools for developers, system 
administrators, and IT professionals who work with remote systems.

https://download.mobatek.net/2502024121622306/MobaXterm_Installer_v25.0.zip


Steps To Access Coral Anubhav With 
MobaXterm
Once When You Will Open MobaXterm you will be welcomed with this screen

Select the option of Session on the Top-Right Corner of the Screen

Once you will click on that you will see another window

Once you get to this screen go for serial connection which have the logo of plug connector

In This Screen you will Select the AT Port and will enter the BAUD Rate as 115200

After all this you will be able to access the Coral Anubhav

Type ATI to see the Basic Details :







Introduction To Attention Commands
(AT Commands)

AT commands (Attention commands) are used to communicate with modems or modules via serial communication. They help 
configure settings, retrieve information, or control device functionalities.

Types of AT Commands

• Test Command (=?) - The command returns the list of parameters and value ranges set by the corresponding Write 
Command or internal processes.

• Syntax: AT+COMMAND=?
• Purpose: Lists all possible values a command supports.
• Example Response: +CONFIG: (0,1,2,3), indicating valid options.

• Read Command (?) - The command returns the currently set value of the parameter or parameters. 

• Syntax: AT+COMMAND?
• Purpose: Queries the current value of a setting.
• Example Response: +CONFIG: 2, meaning the current setting is 2.

• Write Command (=<parameters>) - The command sets the user-definable parameter values. 

• Syntax: AT+COMMAND=<value>
• Purpose: Sets a new value for the configuration.
• Example Response: OK, confirming the update.



AT Command Functionality 

ATI Returns model number and firmware version.

AT+CIMI Returns IMSI number.

AT+COPS=? Displays list of available networks; check if network "00101" is available.

AT+CFUN=0 Switches UE to minimum functionality (returns OK).
AT+CFUN=1

Switches UE to full functionality (returns OK).

AT+CGDCONT? Displays list of APNs; check APN configuration as per network slice.

AT+CGDCONT=1,"IP","APN-Name" Set APN to "APN-Name".



Configuration Of Coral Anubhav (5G 
Evaluation Board) For 5G Registration

Now, we will look at how to connect your 5G Evaluation board with the radio and establish 5G 
Registration.
Entire registration part is divided into 4 Steps
Step 1: Set network mode preference to NR5G

- Set Network Preferences: AT+QNWPREFCFG="mode_pref",NR5G
Step 2: Set APN to 'APNname' for data connection.

- Set APN: AT+CGDCONT=1,"IP","APNname"
Step 3: Set the operator selection on Automatic mode

- Set operator selection on automatic mode: AT+COPS=0 
Step 4: Reload The 5G Evaluation Board (Set UE Functionality)

➔ AT +CFUN=0
➔ AT+CFUN=1



Raspberry Pi Use Case 
With Coral Anubhav
Introduction

This use case explores the practical applications of automating the configuration of the 5G evaluation(Coral 
Anubhav) using Bash scripts on a Raspberry Pi. By leveraging predefined commands, users can efficiently 
manage network registration, modem setup, and configuration changes without manual intervention. This 
automation enhances reliability, speeds up deployment, and reduces human errors in 5G connectivity setups, 
making it ideal for IoT applications, industrial automation, and research projects. The guide provides a step-
by-step approach to executing AT commands via Bash, ensuring seamless interaction between the Raspberry 
Pi and the 5G modem.

Prerequisites

● Raspberry Pi (any model with USB support)
● 5G Evaluation Board (Coral Anubhav )
● SIM Card
● Minicom or another serial communication tool
● USB-to-Serial driver installed (if necessary)



Setup Instructions
Run as Root:

sudo -i

Check Device Path:

ls /dev/ttyUSB*

Install Required Packages:

sudo apt update && sudo apt install -y socat;

Grant USB Permissions:

sudo chmod 777 /dev/ttyUSB*



Bash Script for Modem Configuration
Create a script `modem_config.sh` to execute AT commands using `socat`.

#!/bin/bash

# Check if minicom is installed

if ! command -v socat &> /dev/null; then

    echo "socat is not installed. Installing..."

    sudo apt update

    sudo apt install -y socat

else

    echo "script is started."

fi

# the command run and output show in file

echo ATI | socat - /dev/ttyUSB2,crnl > /tmp/hello;

echo AT+cimi | socat - /dev/ttyUSB2,crnl > /tmp/hello;

echo AT+QNWCFG=? | socat - /dev/ttyUSB2,crnl >/tmp/hello;

#when you want to append the output

#echo AT+QNWCFG=? | socat - /dev/ttyUSB2,crnl >>/tmp/output.txt;

# for print on file and terminal

#echo ATI | socat - /dev/ttyUSB2,crnl | tee /tmp/hello;

#    read command thru file and output both to terminal and file

#cat commands.txt | socat - /dev/ttyUSB2,crnl | tee /tmp/hello



Running the Script

Make the script executable and run it:

chmod +x modem_config.sh

sudo ./modem_config.sh

Creating a Systemd Service for Automation

To automate the execution of the script, create a systemd service.

[Unit]
Description=5G Modem Configuration Service
After=network.target

[Service]
ExecStart=/bin/bash /path/to/modem_config.sh
Restart=always
User=root

[Install]
WantedBy=multi-user.target

Save the file as `/etc/systemd/system/modem_config.service` and run the 
following commands to enable it:

sudo systemctl daemon-reload 

Reloads systemd to recognize new or modified service files.

sudo systemctl enable modem_config.service  

Enables the service to start automatically on boot.

sudo systemctl start modem_config.service  

Starts the service immediately without rebooting.



TroubleShooting Of Coral Anubhav
Basic Checks

A. Power & Hardware Connections
● Ensure the module is properly powered
● Check if the antennas are connected (for optimal signal reception)
● Verify the SIM card is inserted correctly
A. Driver & Firmware Verification
● Check if the necessary drivers are installed (Linux/Windows)
● Ensure firmware is up-to-date
● Default Baud Rate as 115200. Evaluation Board will communicate with devices on this BAUD Rate 
A. AT Command Interface Check       

 Use AT commands to verify basic functionality
● AT → Check if the module responds
● ATI → Get manufacturer info
● AT+CGMR → Get firmware version



TroubleShooting Of Coral Anubhav
Debugging Logs

- Insert a USB Type-C connection with Debug UART and then switch to the Silicon Labs CP210x USB-to-UART Bridge. Set the 
BAUD Rate as 115200.This will provide access to hardware-level logs and detailed diagnostic information for all modules and 
features.

Device and Module Info
➔ Get	Firmware	and	Device	Information:	

AT+CGMR	-	Display	firmware	version.

➔ Check	5G	MIMO	Status:	

AT+QNWCFG="nr5g_mimo"	-Check	if	5G	MIMO	is	enabled.

➔ Enable	5G	MIMO:	

AT+QNWCFG="nr5g_mimo",1-Enable	5G	MIMO.



TroubleShooting Of Coral Anubhav

ADB(Android Debugging Bridge) Access
• To check about the Coral Anubhav services we can 

access it by taking adb access to the Coral Anubhav 
Board.

• Take access by adb shell after connecting it via USB 3.0 
provided 

• Enter the command - systemctl status *.service



5G CPE



5G CPE
A 5G CPE (Customer Premise Equipment) is a 
device that connects to a 5G network, 
converting the 5G signal into Wi-Fi or wired 
connections, enabling multiple devices (like 
phones, tablets, IoT GW, and computers) to 
access the 5G Network.



DC
Adap

ter

Appearance

LAN/WAN LAN
Port Port

Res
et 
Butt
on

SIM
Slot

Cellular 
Antennas

Wirel
ess
Anten
nas

Wireless 
Antennas



Connectivity



Device can run on two modes one is Local and another is Cloud.

If you want to run the Device with local mode you just simply Connect your Device via LAN Port

Then open with the IP, https://51.0.0.1 Signup and Sign in

Status: Enable the Status.

Cloud Mode: There are two cloud modes one is Broadcast and another one is Static. If you enable Static mode 
then input the ip address.

Controller Mode: There are two controller modes one is Automatic and another one is Manual. In Automatic 
mode device will get the IP automatically from cloud while in manual you have to input the IP manually.

And if you want to run the Device with Cloud mode you just simply Connect your Device via 
LAN Port  ,Then open with the IP, https://51.0.0.1 Signup and Sign in  , And then go 
to Management, Controller Setting



Controller
Controller can operate on Local Routing, Centralized forwarding and Bridging.
Local routing: In the case of Local routing, Captive Portal, Network rate limit and user by the rate limit are all features 
operated on Access Point itself.
Centralized forwarding: But, in the case of Centralized forwarding, all the above features are implemented on
controller.

Edit Controller page when controller type is in Local.

Here you can edit your controller Settings.



Controller
Edit Controller page controller type is in Cloud.

Here you can edit your controller Settings.



Controller

(You able to see this page when it is inMixedmode.)

Mixed Mode: Mixed mode is a more complex approach that combines
both basic and advanced features in the control interface. This mode is
designed for users or organizations with diverse needs and provides 
access to a wide range of capabilities, from basic provisioning and
monitoring to more complex features such as advanced automation,
policy enforcement, and hybrid cloud management.
                                                                                                                             
Click here to open the edit controller page.



Cellular Setting - Cellular Config

For Cellular Setting 
go to Configuration

Select the Options from the dropdown button and click on Apply Button.

Cellular 1 Cellular Config

Cellular configuration typically refers to the setup and management of
cellular connectivity for devices within the cloud environment. This could
include configuring devices to connect to cellular networks, managing data
plans, monitoring usage, and ensuring reliable connectivity.



Cellular Setting - APN Setting
For Cellular Setting go to
Configuration

Fill the credential and Select the authentication 
mode from the dropdown button and click on
Apply Button.

Cellular APN Setting

Configuring the Access Point Name (APN) settings is crucial for establishing the connection
between the device and the cellular
network. The APN acts as a gateway between the mobile network and the internet or a 
private network, depending on the specific requirements of the application.



Cellular Setting - Lock Band
For Cellular Setting go to Configuration Cellular Lock Band

By locking bands in cellular configurations managed by a cloud controller, organizations can optimize
the performance, reliability, and regulatory compliance of their cellular deployments, ensuring
seamless communication and connectivity for their devices.



Cellular Setting - Operator Selection

41

For Cellular Setting go to 
Configuration

Cellular Operator 
Selection

A network operator is responsible for the implementation, configuration, and management of
TCP/IP protocols across a Cellular network infrastructure. They also ensure reliable data 
transmission by establishing and maintaining TCP connections between CPE devices and
Network.



Network - IPv4

Configuration                 Networks                  IPv4 Add
IPv4 is a connectionless protocol, and operates on a best-effort delivery model, in that it does not guarantee delivery, nor does it
assure proper sequencing or avoidance of duplicate delivery. These aspects, including data integrity, are addressed by an upper
layer transport protocol, such as the Transmission Control Protocol (TCP).

Fill the details and click on Apply button

Click to view the settings.

Click to edit the settings.

Click to delete the settings.

https://en.wikipedia.org/wiki/Connectionless_communication
https://en.wikipedia.org/wiki/Best-effort_delivery
https://en.wikipedia.org/wiki/Upper_layer_protocol
https://en.wikipedia.org/wiki/Upper_layer_protocol
https://en.wikipedia.org/wiki/Transmission_Control_Protocol


Configuration Network WAN IPv6

Name: Enter a specific name for identification.

Rule type: Select either By Group or By Name. And choose Device 

group if you selected rule type as By Group or Device name if you 

selected rule type as By Name.

Note: For rest of the fields refer to page no. 50 and 51.

Network - WAN



Configuration Network WAN IPv4



Configuratio
n

Networ
k

Address 
Reservation

Name: Enter a specific name for identification.

Network: Select network from the dropdown button.

Rule: Input your MAC Address and IP Address. Here you can input
multiple MAC and IP Addresses by clicking on

Address Reservation: Address reservation, also known as DHCP reservation, is a feature in 
DHCP (Dynamic Host Configuration Protocol) where the DHCP server allocates a specific IP
address to a device based on its MAC (Media Access Control) address. This ensures that the
device consistently receives the same IP address whenever it connects to the network.

Network - Address Reservation

Network



Configuration Network
Address 
Reservation

Devices

Name: Enter a specific name for identification.

Rule Type: Set Rule type as per your requirement.

Devices: Select device group if you set the rule type as By Group or device

name if yor set the rule type as By Name from the dropdown button.

Rule: Input your MAC Address and IP Address. Here you can input multiple
MAC and IP Addresses by clicking on



Network - VLAN

VLANs allow you to segment a network into smaller, virtual sub-networks,
which can be used to isolate traffic and improve network performance. 
VLANs are often used in enterprise networks to separate different
departments or groups, or to segment different types of traffic (such as
voice, data, and video).

Configuration Network VLAN

61



Network - Port Setup

62

By default KCP- 510 device has two port one is LAN and another one is WAN.
You can switch one port from LAN to WAN or WAN to LAN. Here you can do
the same in Port Setup.

Here you can set the mode of port whether it is on or off and also can set
the service type of LAN and WAN by clicking on the buttons.

Configuration Network
Port
Setu
p



VPN - IPSec

Configuration         VPN                       IPSec

IPsec (Internet Protocol Security) is a suite of protocols and standards that provide security services for communication at the network layer
of the
OSI model. It's widely used to secure communication over IP networks, including the internet. IPsec operates by encrypting and 
authenticating data to ensure confidentiality, integrity, and authenticity. IPsec provides a robust framework for securing data
communication, making it a fundamental tool for network security in the modern digital landscape.

IKE(Internet Key Exchange): IKE establishes a secure, authenticated communication channel between two
parties. IKE negotiates security associations (SAs), which are a set of mutually agreed-upon keys and
algorithms used by both parties trying to establish a VPN connection. Here you can select proposals from
the drop down. You can select upto four proposals at a time



Firewall - NAT

Configuration Firewall NAT

Devices: Select the device group if you selected the Rule type as By Group or select a device name if you selected the Rule type as By Name in which you want add
Web GroupFilter.

NAT: Enable NAT if you want to apply NAT service to the selected Devices or Disable it if don’t .

NAT, or Network Address Translation, is a crucial component of firewalls and network security. NAT operates at the network layer(Layer 3) of the OSI model and is primarily used to map private IP
addresses to public IP addresses. NAT in a firewall is a
fundamental tool used to manage and secure communication between a private network and the internet by translating private
IP addresses to public IP addresses, thus ensuring efficient and secure data transfer.



Firewall - IPS

Configuration Firewall IPS

IPS, or Intrusion Prevention System, is an advanced security technology commonly
integrated into firewalls. It's designed to detect and prevent malicious activities and
attacks in a network. It is like having a security guard at the entrance of your network. It
constantly checks who's coming in, verifies their credentials (the network packets), and
takes action if it detects anything suspicious or malicious, providingan additional level of
security and threat prevention.

Total Allow incoming connection number: The "Total Allow Incoming Connection Number" refers to the maximum permitted number of incoming
connections that are considered safe or allowed based on the security policies and configurations set within the IPS.Enable the check box and input your
number between 1 to 60.

Max incoming connection retry number: The "Max Incoming Connection Retry Number" typically refers to the maximum number of attempts allowed for
establishing a connection with a specific service or resource. When a connection attempt fails, the system or application may retry a certain number of
times before considering the connection unsuccessful. Enable the check box and input the number and time. The number should be within 1 to 60 and
time should be within 1 to 300 Sec.



Attack defense refers to strategies, measures, or mechanisms put in place to protect computer systems, networks, and data from various forms of cyber-attacks. It involves safeguarding
against unauthorized access, malicious software, data breaches, and other security threats that could compromise the confidentiality, integrity, or availability of digital assets.

Firewall - Attack Defense

Configuration Firewall Attack Defense

10
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5G Mini Drone

5G Drone 



1. Overview

Suparna  control stack runs on autopilot hardware to control drones, UAVs, and other 
unmanned vehicles. It offers robust capabilities for controlling a wide range of 
vehicles like multi-copters, fixed-wing, VTOLs, and ground vehicles. Here a 
quadcopter with autonomous capabilities is presented

2. System Components

The system is composed of several key components that work together to ensure 
smooth flight operations and management of the vehicle. These components include 
the Flight Stack, Middleware, Hardware Abstraction, and the Operating System.

3. Flight Stack

The Flight Stack includes the navigation, position estimation, and attitude controllers. 
It is responsible for ensuring the vehicle follows flight paths, maintains stability, and 
reaches its intended destination.



4. Middleware

PX4's Middleware facilitates communication between different parts of the system, such as 
the flight control and sensors. It provides standard interfaces for vehicle components, making 
the system more modular and extensible.

 5. Hardware Abstraction Layer (HAL)

The Hardware Abstraction Layer separates the operating system and hardware-specific 
implementations from the higher-level flight logic. This ensures that PX4 can run on various 
autopilot hardware with minimal changes to the software 
6. Operating System
The controller is designed to run on top of a real-time operating system, providing low-
latency, predictable scheduling required for flight control applications.





Mission Protocol
The mission sub-protocol allows a GCS or developer API to exchange mission (flight plan), 
geofence and safe point information with a drone/component.
 The protocol covers:
 Operations to upload, download and clear missions, set/get the current mission item 
number, and get notification when the current mission item has changed.
Message type(s) and enumerations for exchanging mission items.
Mission Items ("MAVLink commands") that are common to most systems.
The protocol supports re-request of messages that have not arrived, which allows missions to 
be reliably transferred over a lossy link.

.



Mission Types

MAVLink 2 supports three types of "missions": flight plans, geofences and rally/safe points. The protocol uses the 
same sequence of operations for all types (albeit with different types of Mission Items). The mission types must be 
stored and handled separately/independently.

 Mission protocol messages include the type of associated mission in the mission_type field (a MAVLink 2 message 
extension). The field takes one of the MAV_MISSION_TYPE enum values: MAV_MISSION_TYPE_MISSION, 
MAV_MISSION_TYPE_FENCE, MAV_MISSION_TYPE_RALLY
Mission Items (MAVLink Commands)
Mission items for all the mission types are defined in the MAV_CMD enum.
 MAV_CMD is used to define commands that can be used in missions ("mission items") and commands that can be 
sent outside of a mission context (using the Command Protocol). Some MAV_CMD can be used with both mission 
and command protocols. Not all commands/mission items are supported on all systems (or for all flight modes).
 The items for the different types of mission are identified using a simple name prefix convention:
 Flight plans:
NAV commands (MAV_CMD_NAV_*) for navigation/movement (e.g. MAV_CMD_NAV_WAYPOINT, 
MAV_CMD_NAV_LAND)
DO commands (MAV_CMD_DO_*) for immediate actions like changing speed or activating a servo (e.g. 
MAV_CMD_DO_CHANGE_SPEED).



CONDITION commands (MAV_CMD_CONDITION_*) for changing the execution of the mission based on a condition - 
e.g. pausing the mission for a time before executing next command (MAV_CMD_CONDITION_DELAY).
Geofence mission items:
Prefixed with MAV_CMD_NAV_FENCE_ (e.g. MAV_CMD_NAV_FENCE_RETURN_POINT).
Rally point mission items:
There is just one rally point MAV_CMD: MAV_CMD_NAV_RALLY_POINT.
The commands are transmitted/encoded in MISSION_ITEM or MISSION_ITEM_INT messages. These messages include 
fields to identify the particular mission item (command id) and up to 7 command-specific optional parameters.

 Field Name Type Values Description

command uint16_t MAV_CMD Command id, as defined in MAV_CMD.

param1 float  Param #1.

param2 float  Param #2.

param3 float  Param #3.

param4 float  Param #4.



param5 (x) float / int32_t  X coordinate (local frame) or latitude (global 
frame) for navigation commands (otherwise Param #5).

param6 (y) float / int32_t  Y coordinate (local frame) or longitude (global 
frame) for navigation commands (otherwise Param #6).

param7 (z) float  Z coordinate (local frame) or altitude (global - relative or 
absolute, depending on frame) (otherwise Param #7).

The first four parameters (shown above) can be used for any purpose - this depends on the 
particular command. The last three parameters (x, y, z) are used for positional information in 
MAV_CMD_NAV_* commands, but can be used for any purpose in other commands.

 The remaining message fields are used for addressing, defining the mission type, specifying the 
reference frame used for x, y, z in MAV_CMD_NAV_* messages, etc.:

 Field Name Type Values Description
target_system uint8_t  System ID
target_component uint8_t  Component ID



seq uint16_t Sequence number for item within mission (indexed from 0).
frame uint8_t MAV_FRAME The coordinate system of the waypoint.
PX4 support global frames in MAVLink commands (local frames may be 
supported if the same command is sent via the command protocol).
mission_type uint8_t MAV_MISSION_TYPE Mission type.
current uint8_t false:0, true:1 When downloading, whether the item is 
the current mission item.
autocontinue uint8_t  Autocontinue to next waypoint when the 
command completes.
MISSION_ITEM_INT vs MISSION_ITEM
MISSION_ITEM and MISSION_ITEM_INT are used to exchange individual 
mission items between systems. MISSION_ITEM messages encode all mission 
item parameters into float parameters fields (single precision IEEE754) for 
transmission. MISSION_ITEM_INT is exactly the same except that param5 and 
param6 are Int32 fields.
 Protocol implementations must allow both message types in supported operations 
(along with the corresponding MISSION_REQUEST and 
MISSION_REQUEST_INT message types).



AR/VR DEVICE
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• XR Foundation Features for design and development

• Wireless Connectivity: ADH facilitates establishing a wireless 
connection between the computer and the AjnaXR headset, 
eliminating the necessity for cumbersome wired connections. 

• • Uninterrupted Testing: Temporarily disabling the proximity sensor 
and guardian system ensures uninterrupted testing, enabling 
developers to focus on refining their creations. 

• • Visual Debugging: The ADH enables the capturing of screenshots and 
recording of videos from the headset's perspective, an invaluable aid 
for debugging purposes. 

• • Effortless Deployment: Developers can directly deploy applications 
from the ADH (PC) to the headset, streamlining the deployment 
process. 

• • Shared Experience: Casting the headset's display to the computer 
empowers others to partake in the XR experience, fostering 
collaboration and understanding. 

• • Essential Resources: The hub offers the convenience of downloading 
the latest AjnaVidya Tools and SDKs necessary for XR app 
development, ensuring developers have the most up-to-date 
resources. 5 

• • Debugging Insights: Creating device logs offers valuable insights for 
debugging and examination, aiding developers in identifying and 
addressing issues effectively. In essence, the Ajna Developer Hub (ADH) 
enriches XR development by providing a centralised platform that 
enhances efficiency, collaboration, and the overall quality of XR 
applications.



Benefits of 
AR/VR for 
institute

• 1. Immersive Learning & Skill Development

• Provides hands-on experience in a virtual environment, enhancing understanding.

• Allows students to interact with complex concepts (e.g., medical simulations, engineering designs).

• Enhances soft skills like teamwork and problem-solving through collaborative VR experiences.

• 2. Enhanced Research & Innovation

• Supports research in AR/VR applications across industries like healthcare, engineering, and gaming.

• Enables real-time data visualization for AI, robotics, and IoT research.

• Facilitates testing and prototyping of new AR/VR applications.

• 3. Safe & Cost-Effective Training

• Reduces the need for expensive physical equipment by simulating real-world scenarios.

• Provides a safe space for learning hazardous or complex tasks (e.g., surgery, industrial machinery operation).

• Minimizes material wastage in labs (e.g., chemistry experiments in VR).

• 4. Remote Learning & Virtual Collaboration

• Enables remote access to lab resources through virtual simulations.

• Supports virtual field trips, allowing students to explore historical sites, space, or deep-sea environments.

• Enhances collaboration between students, faculty, and researchers across different locations.

• 5. Industry Readiness & Job Opportunities

• Prepares students for careers in gaming, architecture, healthcare, and industrial training.

• Helps in developing AR/VR-based solutions for businesses and startups.

• Encourages entrepreneurship and innovation in extended reality (XR) applications.
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